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Preface

Many IBM® clients, Business Partners, and independent software vendors are
looking for a robust database management system (DBMS) that can be easily
embedded into their applications and software solutions. This situation is
becoming a requirement as more and more companies operate globally.
Companies now have employees or customers all around the world that need
access to their systems and applications, and it is difficult to have IT support in
every location at all times. Embedded applications and software products are
running today in industries such as telecommunications, retail, health care, and
government.

The real requirement is for applications with embedded databases that require
little or no administration, have small disk and memory footprints, use storage
resources efficiently, have excellent performance characteristics, and are highly
reliable. Software developers must be able to set up these applications so that
they can be used without needing an onsite database system administrator.
Some examples of other requirements for such applications and database
system are as follows:

Easy to be silently installed, configured, and packaged with the application
Run seamlessly, with little or no administration

Have full relational database functionality

Low cost and a low total cost of ownership

Run in multiple operating environments

Excellent performance

Require minimal memory and storage for execution

Highly reliable

Scalable to enable growth

Easy to use

YVYVYVYVYVYVYVYYVYY

The IBM Informix® database server supports these requirements and is doing so
for many companies today. The minimal administration requirements of Informix
enable clients to deploy thousands of Informix instances world-wide, embedded
in applications in locations where there are no technical resources to support the
database. With the help of more than 2,500 Business Partners, numerous
Informix database server instances have been deployed in enterprises across
many industries. Most of these deployments are “invisible”, that is, the user does
not know that an Informix instance is running behind the scenes.

© Copyright IBM Corp. 2011. All rights reserved. XV
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For example:

» If you have ever placed a cell phone call in North America, Europe, or Asia, it
is likely that an application with an embedded Informix database validated
your call information.

» Database applications in emergency call centers have relied on enterprise
data replication features in Informix to ensure that critical systems are
available 24x7.

» IP telephony call-processing systems use Informix as their embedded
database server, as it can handle massive transaction volumes without
sacrificing performance.

» Itis highly likely that an Informix database verified your major credit card
transactions or registered your purchase at a point-of-sale application in a
retail store.

» Informix is the default embedded content store for IBM Cognos® Express,
which is an integrated business intelligence and planning solution for midsize
companies.

In this IBM Redbooks® publication, we provide an overview of the Informix
Version 11.7 database server. In particular, we introduce the technological
architecture, and describe in detail several of the new functions and features that
support Informix as a robust and powerful embeddable DBMS. Many of these
features are unique in the industry today and can create a business advantage
for clients.

Informix is designed to help businesses make better use of their existing
information assets as they move into an on demand business environment.
Meeting these requirements calls for a database server that is flexible and can
accommodate change and growth in applications, data volume, and number of
concurrent users. It must be able to scale in performance as well as in
functionality. It is particularly important in an embedded DBMS market to provide
flexibility, performance, and minimal administrative requirements. This translates
to a stable environment and minimizes the cost to operate the database server.

In addition, Informix delivers proven technology that efficiently integrates new
and complex data directly into the database. It also helps businesses lower their
total cost of ownership (TCO) by using its well-regarded general ease of use and
administration, as well as its support of existing standards for development tools
and systems infrastructure. Informix is a development-neutral environment and
supports a comprehensive array of application development tools for rapid
deployment of applications under Linux®, Microsoft® Windows®, and UNIX®
operating environments.
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Summary of changes

This section describes the technical changes made in this edition of the book and
in previous editions. This edition might also include minor corrections and
editorial changes that are not identified.

Summary of Changes

for SG24-7666-01

for Embedding IBM Informix

as created or updated on February 16, 2011.

February 2011, Second Edition

This revision reflects the addition, deletion, or modification of new and changed
information described below.

New information

» Covers the new embeddability features introduced in IBM Informix Version
11.7, such as storage provisioning, online defragmentation, new database
scheduler procedures, and new tools, including Deployment Assistant and
enhancements to Deployment Utility.

» Covers newer features introduced up to Informix Version 11.50.xC7, such as
compression, external tables, and conversion guard.

Changed information

» Reorganized chapters for better understanding and ease-of-flow.
» Moved SQL Administration API commands to an appendix.

» Updated Informix virtual appliance using Ubuntu.
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Introduction

In a traditional server-based database system designed for high performance,
reliability, and scalability, configuring and maintaining the database requires
professional knowledge of database design and dynamics of application
behavior. There is continual demand for database-driven, self-contained
applications that should work “out-of-the-box” without any user setup or database
administrator. In an embedded scenario, independent software vendors and
application developers integrate the database server with their application such
that the database server is “invisible” to the user of the application and requires
minimal or no administration. There are no IT personnel required to manage or
administer the database server.

IBM Informix database server is the IBM flagship database solution for
industrial-strength, embedded computing. This is the claim made in IBM product
literature and the claim is not made lightly.

Informix is used extensively in embedded environments and in situations with
extreme availability demands, such as telecommunications, emergency services,
health care, and credit card and retail transactions. Informix is chosen for these
scenarios because it is easy to embed in other applications, is extremely reliable,
and has a proven performance record in limited resource environments.

In this book, we describe some of the features that make Informix database
server particularly well suited for embedding, and some of the ways to automate
administration and embed Informix in your applications.
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1.1 The need for embedding database services

Complex applications frequently rely on database services to manage their data.
When applications are sold and delivered as complete solutions, the users
typically do not want to be concerned with how they work, what components and
services are used, or the operating system and hardware on which they run. The
better hidden the way an application interacts with components such as
databases, the operating system, and network infrastructure, the more the
overall usability of the application improves.

As the processing power and price performance of hardware improves, the
market for powerful embedded databases expands correspondingly. The
possibilities opened up by the advanced data processing and high availability of
data servers extends the functionality of consumer devices. Examples are smart
devices such as the BlackBerry and iPhone. Applications running on these
devices now have the possibility of organizing, updating, and accessing local
copies of data using embedded data servers and making use of the advanced
replication technologies these data servers support to maintain a synchronized
and highly available view of data across an enterprise. Applications that read
water and electric meters are examples of such embedded applications.

Database administration is expensive, so the less direct action a user or
database administrator needs to take to maintain the data used by their
application or solution, the lower the total cost of ownership (TCO) becomes.
When solutions are deployed to customer sites where DBA skills might not be
present, this consideration becomes more important. As devices with embedded
data servers increasingly move into the hands of non-technical consumers,
access to direct DBA skills is no longer an option. Therefore, these devices must
take care of themselves and have automated procedures to cope with any error
or other unexpected conditions that arise.

As service-oriented architecture (SOA) becomes commonplace, there is
increased adoption of the notion of Data as a Service (DaaS). DaaS means the
physical location of the database becomes less important and users consume
database services at a layer abstracted from the database management system.
In some DaaS implementations, the data server is effectively embedded in the
service application and so many of the requirements of an embedded database
need to be met.

Independent software vendors (ISVs) are aware of the significant advantages of
embedding a database server directly within their application. They can save
significant costs during development, quality assurance, and support by
controlling the exact version of the database server that their application
supports. They do not have to worry about the installation, configuration, and
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maintenance for a multitude of database servers available in the market. Their
customers can actually focus on the value proposition for the application rather
than deal with the hassle of installing and evaluating different databases.

In short, by embedding the database server in their application, ISVs not only
save significant engineering costs, but also bring their applications faster to the
market and with a competitive edge.

1.1.1 Virtualization

Another trend that results in a need for embedding database services is the
increased use of virtualization. Virtualization is the result of operating systems
and applications that are abstracted into virtual machines running as guests on
physical machines, as shown in Figure 1-1.

T T

Operating System Operating System

Figure 1-1 Applications running as virtual appliances

The reasons for virtualizing systems range among the following factors:
» Hardware consolidation

» Saving power and rack space by consolidating older machines into multiple
virtual machines running on more efficient and new hardware

» Flexibility provided by making an application or solution available as a
self-contained and hardware independent virtual appliance

When solutions are provided as self-contained appliances, there is an
expectation that the components of the appliance should not require individual
maintenance, but that the appliance should work with the embedded
components embedded and automatically maintained.
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The growing importance of this topic is reflected by an in-depth section on
Informix virtual appliances in Chapter 12, “IBM Informix appliances” on
page 299.

1.2 What is an embedded database

An embedded database can be described as one that works exclusively with a
single application or in an appliance. In this context, an appliance is defined as a
dedicated embedded system with a specific range of functionality, which can be
implemented on a physical device or a virtual machine running on a physical host
machine.

1.2.1 One size does not fit all

There are various types of embedded databases, and the required
characteristics will depend on the nature of the application and the hardware and
software resources available.

Smaller devices, such as low-end cell phones with memory capacities in tens of
megabytes or less, will sacrifice some of the capabilities of fully featured data
servers in favor of extremely small footprints. A limited set of data manipulation
functionality is provided in a more compact package.

Conversely, larger scale appliances (such as high-end IP telephony systems)
may be supplied with the hardware resources of a powerful PC. Here, the
automation features of an embedded database become more important than the
memory or disk footprint.

In this book, we take a balanced approach and assume that hardware resources,
functionality, and automatic features are all important considerations for
embedded databases. This positions Informix as an optimal solution for these
requirements in all but the smallest classes of consumer devices.

1.2.2 Requirements of an embedded database

The primary requirements of an embedded database can broadly be described
as those in the following list:

» Be invisible to the user.

The database server is viewed as an internal component of the application or
appliance, and not externalized to the user.

4 Embedding IBM Informix



Require minimal or zero administration and downtime.

As an internal component of an application, the database server should be
robust. The database server is “hidden”. If the database server fails or
crashes, there is no administrator or manual intervention to fix the situation. It
should be capable of taking care its own maintenance wherever possible,
with a minimal level of manual intervention, that is, it should always be on,
and never require its own downtime independently from the host application.

Have a small footprint, which minimizes the use of memory and disk space.

Embedded database services compete for machine resources, such as
memory and disk space, with other application components. So, in some
instances, they should be on a dedicated device where cost-based design
decisions limit the hardware specifications to a minimum. The storage and
memory footprints for the embedded database server should match the
hardware and software environments in which it will be operating.

Be easy to deploy with an application.

There should be a customizable and silent installation process. Just as
database server maintenance tasks should not be externalized to users of
embedded databases, database server installation should be a seamless part
of the application installation process. Therefore, the database server
installation and database setup should support scripted and unattended
methods of deploying the software.

Be programmatically configurable.

There should be sufficient programmable and autonomic capabilities in the
database server to administer it directly from within the application. These
should guarantee that the embedded database server can be recovered and
made fully operational quickly. If database administration tasks are required,
the administration interface should be programmable (preferably with a well
defined and comprehensive API, with meaningful return codes and capable of
error handling). As such, it would allow the host application code to handle
many or all of the administration tasks.

The database server should optimize the use of resources to provide
adequate performance in a constrained environment.

As well as having a small disk and memory footprint, an embedded database
server needs to be able to handle low or out of memory situations gracefully
and predictably, and allow a host application to receive warnings of low and
out of memory situations by way of return codes, with mechanisms for
recovery. The database server should be highly reliable, scalable with
excellent operating performance. It should chug along continuously with the
same performance characteristics as that of the application with which it was
designed to work. There can be no performance degradation.
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» Keep data protected from unauthorized access.

Multi-user systems and applications with public interfaces need to ensure
data is accessed in a predictable and authorized fashion. Security standards
may apply in the environment where the solution is deployed. These
standards can apply to all components of the application.

1.3 Types of embedding

Database services can be embedded into an application in three ways:

» Invisible (or deep) embedding
» Integrated administration
» Bundled

For the purposes of this book, we are only concerned with the first two ways,
because both take advantage of methods to reduce the database administration
required by users. However, these techniques may be useful for DBAs wanting
to automate any administrative processes and procedures.

6 Embedding IBM Informix



1.3.1 Invisible (or deep) embedding

With a deeply embedded database server, there is no database administrator.
Any required administration is done programmatically or is scripted. Users are
not aware of, or at least need not be concerned with, the database server or the
database. This type of embedding, shown in Figure 1-2 is the subject of much of

this book.
System Tables o T
—»  SQL Admin API Other Application
DS componants
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Deeply Embedded

Application 'i| |ﬁ| |i|

Figure 1-2 Deeply embedded database application: Conceptual

Deep embedding can be seen as the most demanding situations of embedded
database environments. Every possible usage scenario and error condition
needs to be taken into account and handled by the application. An example of
deep embedding is a consumer electronics device designed to operate on a
stand-alone basis, independent of any network support.

A key advantage of Informix for this purpose is ease of use. The database server
component of the application solution is simple to use and does not require
maintenance or awareness from the user.

In this scenario, database technical support should be almost unnecessary. The
embedded solution is expected only to work.

1.3.2 Integrated administration
In this scenario, the data server administration is included with the application

administration. The application provider includes all the necessary administration
components (for example backup tools) in the application administration tooling.
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The user is aware of the data server and the database, but does not have to be
trained on the product, because the application includes all that is required.

Examples of an integrated solution include software products designed to run in
a networked environment, with high availability and backup requirements, where
the IT staff is expected to retain some control over data archiving and recovery.

The data server typically remains a dedicated component of the application. See

Figure 1-3.
System Tables C:) C:)
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Figure 1-3 Integrated database application: Conceptual

1.3.3 Bundied

Here the database server is bundled with the application, but the administration
and tuning is handled by the user or a DBA.
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This scenario provides the greatest flexibility to the user, at the cost of ease of
use. DBA skills are required to maintain the application, with the advantage that
the data server can be integrated with other applications, and the data stored in
the database can be mined for other purposes, as shown in Figure 1-4. The DBA
maintains full control over the data, archiving, and recovery.

Other applications

DO D
7

IDS Utilities

ID ?
& Oy

Included Application

Figure 1-4 Included database application: Conceptual

Examples of included solutions are large scale integrated supply chain and
customer relationship management (CRM) solutions, where multiple data
servers are supported and the customer can choose the provider that best suits
their requirements.

1.4 The topics of this book

As of the writing of this book, Informix Version 11.70.xC1 is the latest release of
the Informix database server. The content described in the following chapters
supersedes Informix Version 11.5.

Here is a brief overview of each chapter so that you can select those topics of the
most interest to you:

» Chapter 2, “Embeddability basics” on page 13 covers the embeddability
basics, focusing on the Informix architecture and the features that make it
well-suited for embedding. This chapter also gives an overview about the new
Informix product editions available in Version 11.70.xC1.
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Chapter 3, “Preparing to embed IBM Informix” on page 35 describes the
preoperational tasks and design considerations for embedding Informix,
including migration, platform, installation and deployment, user
administration, multiple instances versus multiple databases, performance,
database extensions, application administration, and capacity planning.

Chapter 4, “Installation strategies” on page 63 describes installation
strategies, discussing the different methods of installing IBM Informix. We
include the graphical and silent strategies, and describe how they relate to
embedding. We include platform-specific installation characteristics for Mac
0OS X, UNIX, and Windows, as well as installation and uninstallation of client
and driver components, such as CSDK and JDBC.

Chapter 5, “Deployment” on page 95 reviews the steps to successfully deploy
Informix as part of a complete solution. Topics include deployment strategies
of bundled, integrated, and invisible installations, and how to implement them.
We discuss the components of a solution that require packaging, silent
installation, use of deployment scripts, Deployment Assistant, Deployment
Utility, deploying client applications, and post-deployment activities, such as
relocating data spaces.

Chapter 6, “IBM Informix configuration for embeddability” on page 147
describes Informix autonomic configuration parameters and features that help
make Informix an administrator-free database system. This section describes
multiple autonomic features, such as automatic detection of stale statistics,
new database scheduler tasks, improving name service connection time, and
S0 on.

Chapter 7, “The SQL administration API” on page 167 looks at the SQL
administration API. It includes a reference guide to the task() and admin()
SQL functions, and shows examples of calling those functions from shell
scripts and Java™ programs. Appendix A, “SQL administration commands
and scripts” on page 377 enumerates the SQL Administration APl commands
available in Informix Version 11.7.

Chapter 8, “Memory and storage management” on page 183 describes
storage and memory considerations. It includes the latest autonomic storage
management features introduced in Informix Version 11.7, such as storage
provisioning, online defragmentation, optimizing data storage, and managing
table extents.

Chapter 9, “Automating management through tasks and sensors” on

page 203 describes the task scheduler and how to collect information with
sensors. Starting with an overview of tasks and sensors, we describe the
supporting tables in the sysadmin database, the predefined tasks, and
sensors provided to automate tasks (such as update statistics, compressing
tables, and terminating idle sessions automatically).
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» Chapter 10, “Administration of an embedded IBM Informix system” on
page 237 describes post-deployment considerations and typical
post-deployment tasks, including embedded methods of starting and stopping
Informix, ways to deal with unexpected events (such as password expiration),
and automation of database monitoring and administration tasks (such as
data growth and backup and recovery). This chapter gives an overview about
upgrading to a different Informix version or fix pack, how to quickly revert to
your source server version after a failed upgrade, and about the ifxcollect tool
for collecting data for specific Informix problems.

» Chapter 11, “Embedding high availability IBM Informix configurations” on
page 287 gives an overview about the excellent high-availability solutions
available in Informix. This chapters briefly describes High-Availability Data
Replication, Enterprise Replication, Continuous Availability, and Flexible Grid.

» Chapter 12, “IBM Informix appliances” on page 299 takes an in-depth look at
Informix-based virtual appliances. Starting with some basic definitions and
use-cases, we describe how to create a Linux-based Informix VMware image,
how to create an Informix virtual appliance that can be run from an USB
memory stick, and the no-cost Informix Developer Edition virtual appliance.

We suggest that you read the entire book if you are considering constructing an
embedded environment. However, we feel it equally important if you are seeking
information to develop a strategic direction for your organization regarding
embedded applications.

Understanding the issues and considerations presented in this book is vital to get
you started in the right direction, enable you to avoid problem areas, and to
design and implement your environment much faster and easier.

If you have not already selected Informix as the database for your embedded
systems, take a look at Chapter 2, “Embeddability basics” on page 13 to
understand why it is a good choice.

Chapter 1. Introduction 11



12 Embedding IBM Informix



Embeddability basics

In this chapter, we describe some of the basic concepts that will be used in this
book, including a brief overview of IBM Informix database server’s architecture
and terminology, and a look at why Informix is so well suited for embedding.
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2.1 Informix architecture

Before looking at the different aspects of embedding that must be reviewed when
planning for an embedded system, you need to understand the Informix
architecture, because it impacts the way the overall embedded system is viewed.
Informix implements a client-server architecture that optimizes the use of
resources to provide a high level of performance and scalability. An overview of
the Informix architecture is shown in Figure 2-1.

Virtual processors

Shared Memory

SO
P | LV L

CPU-1 CPU-2 CPU-3 CPU-4

Deoad

Figure 2-1 IBM Informix high-level architecture

The figure includes user connections, virtual processors (partial list), memory
structures, processors, and disks. The impact of the architecture on an
embedded system is as follows:

» Application connections

Because the server is separate from the application, you must decide on the
type of connections that should be used by the applications. The application
connection can be done through mechanisms such as shared memory,
stream/named pipe, or network. The choice of connection type impacts
performance, the use of multiple connections in one application, and security
concerns.
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» Database server processes

In a UNIX-type system (UNIX, Linux, or Macintosh), the Informix instance
consists of multiple multi-threaded processes, each representing a virtual
processor. On Windows systems, the Informix instance consists of one
process with multiple threads, each representing a virtual processor. This
would impact, for example, how system monitoring is done.

» Shared memory allocation

Informix creates an in-memory structure using shared memory. The operating
system must be configured properly to support shared memory, so the
maximum allowed allocation size might need to be changed.

» Disk usage

Informix can allocate disk space either through physical or logical devices, or
through files in a file system. This choice has an impact on performance,
database server configuration, and ease of administration.

For more information about the Informix architecture and features, the following
books provide an excellent starting point:

» Informix Dynamic Server 11: Advanced Functionality for Modern Business,
SG24-7465

» Customizing the Informix Dynamic Server for Your Environment, SG24-7522

These two books and other excellent books can be downloaded for at no cost
from the following website:

http://www.redbooks.ibm.com

Once there, do a search for Informix and find all the titles that relate to Informix.
Sorting by date will give you the most recent ones first.

2.2 Terminology

In this section, we give some of the terms that are used when discussing and
defining database embedding technology in this book.

2.2.1 Virtualization
Virtualization is, from a computer science and engineering perspective, the

abstraction of a physical computing environment using generated virtual
resources to create a logical simulated environment.
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There are many types of virtualization, but they all do one of two things:

» Create a smaller working environment.
» Create a larger working environment.

Multiple working environments created from a single physical computing
environment result in a smaller but similar working environment, whereas a
larger working environment is built upon many physical computing environments
to create one working environment. So virtualization, in a general sense, either
creates a smaller or larger working environment that is similar to the underlying
hardware.

There are many types of virtualization being used today. The most common
types of virtualization are:

» Server virtualization

Server virtualization creates multiple virtual servers within a single physical
server. These virtual servers are independent working environments that use
virtual resources, where the virtual resources are an abstraction of the
underlying hardware from the physical server. As a result, the virtual
resources share the same characteristics as underlying hardware. So the
virtual server is exactly like the physical server, only smaller in capacity.

The types of virtual resources that are used by the virtual server include CPU
and memory, which can be shared or dedicated resources among the virtual
servers hosted on a single physical server.

» Storage virtualization

Storage virtualization used in enterprise environments is essentially an
amalgamation of physical storage. Multiple physical storage devices are
combined into a single logical resource.

This single logical resource appears as a single storage device to the system
user. The use of logical resources creates an abstraction by hiding the
complexities of the physical storage devices. This abstraction improves the
management and administration of the storage devices.

» Network virtualization

Network virtualization usually involves the splitting of available bandwidth into
separate smaller channels. The smaller channels allow the network to be
shared among different devices, which include servers and storage arrays.
However, even though the bandwidth is shared, the separate channels can
be isolated from each other. This helps improve the network resource
utilization and the management of the network infrastructure.

See 1.3.1, “Invisible (or deep) embedding” on page 7 for more information.
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2.2.2 Silent installation

Silent installation is an installation method requiring no user interaction with the
setup program. You can install Informix and custom options without the need for
user interaction. The installation is driven by a response file that declares the
desired actions. It is a useful type of installation for an embedded database
server.

2.2.3 Deep embedding

Relative to a database, deep embedding means there is no visibility of the
database server to users and no ongoing presence of an operator or database
administrator. Therefore, the database must be small in footprint, robust, highly
available, extensible, and capable of some degree of automation, self managing,
self healing, and self tuning.

2.2.4 Deployment

Deployment defines how you will place the database into service. Basically,
deployment means how you implement the database. In this case, we want to
implement it to meet the requirements of an embedded database application
environment. There are three strategies to accomplish this goal:

» The database CD is in the package along with the installation manual.
» The database is integrated with the application (silent installation).
» The database is pre-installed and pre-configured with the application.

2.2.5 Response file

A response file is a file that can be created at Informix installation time. It
contains the installation settings for the product and its features. That file can
then be used on subsequent installations for a silent installation, or when you
want to use the same installation settings in more than one directory or
computer.
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2.3 Features that makes embedding Informix easy

Informix is well-suited to many embedding scenarios, due to the following
features:

» A small footprint with customizable and componentized installation
» Low administration requirements

» Silent installation and recorded installation

» Built-in support for encryption and secure communication protocols
» Self-tuning features

» Storage optimization

» Dynamic configuration

» SQL Administration API

» Scheduled administration tasks

» Multiple standard communication protocols, including XML communication
through web services

» Stable and reliable, and includes failover features

» A scalable architecture designed to perform well with limited resources
» Runs on a wide variety of hardware platforms

» Runs well in virtualized environments

» Extensibility support to better integrate a database in its environment

2.3.1 Small footprint and customizable installation

In many cases, applications with embedded data servers are provided with the
hardware and sold as a complete package. To keep costs (or physical size)
down, there is pressure to keep hardware specifications to a minimum. If the
data server can function well in a constrained environment with the disk and
memory footprint kept to a minimum, it can make a big difference when
deploying to a large number of sites. Informix has several features to facilitate
the reduction of the disk space required by an installation.

One such feature introduced in Informix is the Deployment Wizard. This wizard
allows Informix to be installed as a set of optional components. Only the
components that are required by your application need be installed to disk.
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Figure 2-2 shows a subset of the Deployment Wizard options seen during an
interactive Informix installation when Custom mode is chosen.

IBM Informix Dynamic Server - InstallShield Wizard
Available Product

Select the features you want ta install, and deselect the features you do not want to install

=] Backup and Restare A Description
archecker Utility Foor verifying backups and
OM-Bar utility restoring portions of a

databasze, a table, a portion of

Intormi Storage Manager atable, or a set of tables

Informix Interface for Tivoli Storage b an:
Demos
=I-fw| D' ata loading utilities
Onunload and onload utilities
dbload utility
High-Performance Loader [HFL]
Enterprize Replication
=[] Adminiistrative Utilities
Mizcellaneous Monitoring Utilities
[v] Auiditing utilities |
[v| D ataB ase Import and Export Utilities |
<] 5]
22507 MB of space required on the C drive
13459.94 ME of space available on the C drive

< Back Mest » Cancel

Figure 2-2 The Informix Deployment Wizard

Selecting specific components through the Deployment Wizard is also supported
during silent installation. Using the Deployment Wizard allows you to reduce the
standard Informix installation size to close to 300 MB to as little as 100 MB. All
interdependencies between components are checked by the installer during
installation.

For more information about the Deployment Wizard, see the developerWorks
article Using the new Deployment Wizard in IDS Cheetah, available from the
following website:

http://www.ibm.com/developerworks/db2/Tibrary/techarticle/dm-0704mathur/index.h
tml

With some additional manual configuration, it is possible to reduce the overall

installed footprint of an Informix installation. See 3.5.1, “Minimizing the Informix
installation footprint” on page 51 for an example of a minimal installation.
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2.3.2 Silent installation
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Informix can be installed interactively through a graphical user interface, through
a command line (UNIX only), or silently with no user interaction.

A silent installation is useful for an embedded data server because the
installation can be triggered as part of the application installation and run
unattended. A silent installation of Informix uses a response file to set
configurable options during installation.

Two types of a response file are available in Informix Version 11.50:
» Server response file

The server response file contains the configurable options for installing
Informix database server.

» Bundle response file

The bundle response file installs multiple products provided with Informix
(such as Informix and CSDK).

Template server and bundle response files named server.ini and bundle.ini
can be found in the Informix media.

Template and bundle response files can be edited manually with
instance-specific details, or created by recording an interactive installation using
the record argument to the ids_install (bundle installation) or the
installserver (Informix installation) command.

In Informix Version 11.7, the installer has been completely revamped. The
complete bundle is in a single monolithic installer named ids_install.

Newer tools such as Deployment Assistant (ifxdeployassist) and Deployment
Utility (ifxdeploy) can deploy pre-configured Informix instances rapidly. Both of
these utilities can operate at the command line and provide a variety of options to
package, compress, and deploy the snapshot of the Informix instance.

Chapter 5, “Deployment” on page 95 discusses deployment strategies with
Deployment Assistant and Deployment Utility.

Embedding IBM Informix



2.3.3 Low administration requirements

If a data server instance requires little or no direct administration, or needs to be
administrated entirely from within a program, it needs to provide a
comprehensive view of what is happening inside the database engine. One way
Informix provides this is with a set of system databases (sysmaster, sysadmin,
syscdr) that allow a program or user to query any aspect of the system status
through SQL.

The number of necessary maintenance tasks is kept to a minimum, and
administrations tasks that are required can be scheduled automatically through a
system of scheduled tasks, sensors, and alarm handlers.

2.3.4 Security

An application needs to maintain security, and an embedded data server needs
to provide a comprehensive set of security features. An application provides a
specific view of data to its users. However, there may be data that is used
internally in the application and is not appropriate for the user. Users of the
application may not be permitted to modify the data directly, so measures need
to be in place to prevent unauthorized access to sensitive data.

Informix provides security features at multiple levels:

» Setting of file permissions

» Separation of roles

» Authentication at the network level

» Auditing

» Label Based Access Control

» Encryption of data to secure backups

» Perform fine-grained data access and manipulation auditing inside the
database engine

» Support for web-based and non-operating system based user IDs
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An overview of the security features are shown in Figure 2-3.

I OS security ® User Permissions and Authentication

I Administration ° Role Separation

Connection ¢ Limiting denial flood attacks
® Secure local connection to hosts

ER/HDR/Mach11

- - Communication * Slmple password encryption (SPWDCSM)

Data encryption ® Data encryption ENCC?

® Configuring
dedicated port

Authentication ° Trusted user

Pluggable authentication module (PAM)
® Lightweight Directory Access Protocol (LDAP

Auditin ® Audit mask settin
9 ® Audit record anaI93|s

Distributed Queries

— Access Control ° Discretionary access control (DAC)
¢ Data encryption (Role and privileges)
* Password encryption ® Label Based Access Control ‘LBACl

® User authentication
using system database I Data encryption ° Column level encryption

Backup and : Ba%a compret:ssmn
ata encryption
Restore ® Data transformation

Figure 2-3 An overview of Informix security features

For more details, see Security and Compliance Solutions for IBM Informix
Dynamic Server, SG24-7556. View the abstract for this book at the following
website:

http://www.redbooks.ibm.com/abstracts/sg247556.htm1

2.3.5 Self-tuning features
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Being able to adapt dynamically to changing conditions (such as changing I/O
volume or resource availability) enables a data server to be left unattended for a
longer period of time without degraded performance.

Informix has several self-tuning features that can be configured by setting the
onconfig file parameters. For example, Informix can dynamically adapt to an
increased 1/O workload by increasing the number of AlO Virtual Processors and
page cleaner threads. Checkpoints can be triggered more frequently to avoid
transaction blocking.
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See Chapter 6, “IBM Informix configuration for embeddability” on page 147 for a
guide to using the autonomic and self-tuning features available in Informix.

2.3.6 Storage optimization

Informix Version 11.5 and later now provide dictionary based data compression.
The advantages of data compression and storage optimization include significant
storage savings, reduced I/O activity, and faster backup and restoration. Informix
provides full online support for enabling storage optimization and compressing
existing table data, while applications continue to use the table.

There are three different options for optimizing storage:

» The compress operation compresses the contents as per the common
patterns in the compression dictionary.

» The repack operation assembles all rows to the front of the table or
fragment’s partition.

» The shrink operation returns the free space at the end of the table or
fragment’s partition back to the dbspace.

For more information about data compression and storage optimization, see the
developerWorks article Informix data compression and storage optimization,
available from the following website:

https://www.ibm.com/developerworks/data/library/techarticle/dm-0904idsoptimizat
jon/

One of the most common database administration tasks is to manage space in
the database server. With Informix Version 11.7, you can set the database server
to manage space automatically and forget about receiving any out-of-space
errors. Informix provides both reactive and proactive methods for automating
storage space management.

See Chapter 8, “Memory and storage management” on page 183 for details
about how to optimize and automate storage management in Informix Version
11.7.

2.3.7 Dynamic configuration
If a database server needs to be shut down and restarted to change a

configuration value, it poses a challenge to application designers and reduces
the online availability of the application.
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Many onconfig parameters can be set dynamically using the onmode -w

command:

» onmode -wmchanges a parameter in memory.
» onmode -wf updates the parameter in memory and modifies the onconfig file.

Table 2-1 lists the onconfig parameters that can be configured dynamically using
the onmode -wm and onmode -wf commands.

Table 2-1 Onconfig parameters

ADMIN_MODE_USERS LTXEHWM
AUTO_AIOVPS LTXHWM
AUTO_CKPTS MAX_INCOMPLETE_CONNECTIONS

AUTO_LRU_TUNING

MAX_PDQPRIORITY

AUTO_STAT_MODE

MSG_DATE

BATCHEDREAD_INDEX

ONLIDX_MAXMEM

BATCHEDREAD_KEYONLY

RESIDENT

BATCHEDREAD_TABLE

RSS_FLOW_CONTROL

CDR_DELAY_PURGE_DTC

RTO_SERVER_RESTART

CDR_LOG_LAG_ACTION SBSPACENAME
CDR_LOG_STAGING_MAXSIZE SBSPACETEMP
DELAY_APPLY SDS_TIMEOUT

DS_MAX_QUERIES

SMX_COMPRESS

DS_MAX_SCANS

SP_AUTOEXPAND

DS_NONPDQ_QUERY_MEM

SP_THRESHOLD

DS_TOTAL_MEMORY SP_WAITTIME
DUMPCNT STATCHANGE
DUMPSHMEM STOP_APPLY
DYNAMIC_LOGS SYSSBSPACENAME

ENABLE_SNAPSHOT_COPY

TEMPTAB_NOLOG

EXPLAIN_STAT

USELASTCOMMITTED

FAILOVER_TX_TIMEOUT

USERMAPPING
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HA_ALIAS VP_MEMORY_CACHE_KB

IFX_EXTEND_ROLE BAR_CKPTSEC_TIMEOUT

LIMITNUMSESSIONS

LISTEN_TIMEOUT

LOG_INDEX_BUILDS

LOG_STAGING_DIR

The SQL adminstration API is also available as another means of making these
changes.

2.3.8 SQL administration API

The ability to perform routine administration tasks (such as allocating disk space
to a data server, adding logs, and checking data consistency without manual
intervention) is an important component of an embedded data server.

A key embeddability enhancement introduced in Informix Version 11 is the SQL
administration API. Prior to the introduction of the SQL administration API,
deeply embedding Informix meant scripting calls to Informix utilities, such as
onmode, onspaces, and onparams, to automate the administrative tasks.

In Version 11.10, a new system database, named sysadmin, was provided, which
contains two SQL functions, task() and admin(). The task() and admin() functions
can be used to run onmode commands, manipulate logical logs, and add and
remove chunks and dbspaces. Both functions perform the same operations, with
the admin() function returning an integer reference to a row in a command history
table, and the task() function returning a descriptive status message. See
Chapter 7, “The SQL administration API” on page 167 for a guide to the SQL
administration API.

2.3.9 Scheduling tasks

How does an application initiate data server administration tasks that need to
take place at regular intervals or in response to specific triggers? This becomes
easier in Informix Version 11 with the introduction of the DB Scheduler (or Task
Scheduler). A stored procedure or UDR can be scheduled to run at specific
intervals by adding a row to the ph_task table in the sysadmin database. The
routine can take advantage of the SQL administration API to perform
administrative tasks.
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Chapter 9, “Automating management through tasks and sensors” on page 203
explains the Task Scheduler and how to create scheduled tasks.

2.3.10 Communication protocol support

The more standard networking and communication protocols a data server
supports, the easier it becomes for it to interface with other programs and
applications. In Informix Version 11, support was added for the open standard
DRDA® database communication protocol, which enables a common client
between Informix and DB2, opening up a greater range of programming APls.

Informix supports a variety of network communication protocols, depending on
the platform and whether it is connecting locally or remotely. The supported
protocols are shown in Figure 2-4.

Connection Type Wi ndowsiE LIMIEE Local Metwork
Sockets X * L X
TLI CTCPAP) ® H ]
TLI I PEAS P ® H ]
Shared memorny X X

Stream pipe X H

Named pipe A kA

Figure 2-4 IBM Informix network communication protocols

2.3.11 Informix stability
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Stability is particularly important for deeply embedded applications where a DBA
will not be immediately available to fix a problem. In these situations, any data
server problem or maintenance issue will need to be handled by the application.

Informix has multiple data replication technologies, such as High Availability Data
Replication (HDR), which provides hot-standby capabilities, and Enterprise
Replication (ER), which provides fine grained data replication. From

Informix Version 11.10 onwards, Informix provides Continuous Availability, which
supports multiple secondary nodes that provide read access to the database and
can take over transaction processing in the event of an unexpected failure, and
multiple shared disk secondaries, where many copies of Informix share the same
set of disks and a single copy of the data.
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Informix Version 11.7 extends the high availability to a grid environment. The
new Informix Flexible Grid provides simplified replication setup and maintenance
for replication grids. This functionality makes it easy to define servers in a
replication grid, add or remove servers as necessary, perform DDL operations,
and manage tables across the grid.

For information about Informix stability, see the Informix Uptime Survey at the
following website:

http://www.informix-zone.com/oninit-openpsl-survey

2.3.12 Scalable architecture

For data server performance to deliver optimally across a wide range of
hardware, including embedded systems that might have constrained resources,
the data server solution needs to be able to scale.

The Informix Dynamic Scalable Architecture (DSA) is based around Virtual
Processors and inherently supports parallelism, scaling to multiple CPUs or
processor cores. Features such as the Instance Configuration Wizard allow your
instance to be automatically configured at installation time, based on detected
hardware resources and expected number of users.

2.3.13 Hardware and operating system support

Informix is ported to a large number of platforms and operating systems, which
means platform dependency is unlikely to be a limiting factor when designing an
embedded application that uses Informix. Table 2-2 shows the initial platform
support matrix for Informix Version 11.70.xC1. Support and certifications for later
versions tend to get added in subsequent fix pack releases, such as xC2 and
later. If your operating system version is not listed, check the Informix Platform
Availability Matrix, which is updated monthly, at the following website:

http://www.ibm.com/software/data/informix/pubs/roadmaps.html

Table 2-2 Informix Version 11.7: Platform support

Platform Architecture OS build Certification

Linux 64-bit AMDG64 and Red Hat 5 Asianux 3.0
Linux 32-bit EM64T x86 Debian 5.0
Fedora 13
SLES 11
Ubuntu 10.04
openSUSE 11.2
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Platform Architecture OS build Certification
Windows 64-bit AMDG64 and Windows Server Windows XP
Windows 32-bit EM64T x86 2003 Windows Vista,
Windows Server
2008,
Windows 7
Apple 64-bit EM64T Mac OS X 10.5 Mac OS X 10.6
HP 64-bit PA-RISC HP-UX 11i HP-UX 11.11
ltanium® HP-UX 11.23
HP-UX 11.31
IBM 64-bit PowerPC® AIX® V6.1 AIX V6.1
IBM 64-bit IBM eServer™ Red Hat 5 SLES 11
pSeries®
IBM eServer
iSeries®
IBM eServer
zSeries®
Sun 64-bit Sparc Solaris 10 Solaris 10
AMD64

2.3.14 Virtualization
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Virtualization is increasingly used as a means to save on hardware resources,
but it is also a valuable option for applications that embed databases and other

components. Packaging an application in a virtual machine frees the application

provider from hardware dependencies and allows all the installation and
configuration to be completed before deployment.

A single self-contained appliance consisting of an operating system, data server,
the application, and all its dependencies, can run on any hardware platform that

supports the virtual machine manager being used. Informix lends itself well to
running in a Virtual Appliance, and no cost VMware Informix developer
appliances are available for SUSE and Ubuntu.

Informix has also been successfully tested in the Xen Hypervisor environment.

For information about running Informix in a Xen Hypervisor environment, see the

developerWorks article Running Informix Dynamic Server on Linux in Xen
hypervisor, available from the following website:

http://www.ibm.com/developerworks/db2/1ibrary/techarticle/dm-0807 fuerderer/
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It is also easy to create your own appliances using a variety of no cost and
commercially available virtualization tools, such as QEMU, VMware, Xen,
Microsoft Virtual PC/Server, and Hyper-V.

The complete list of supported virtualization environments for Informix is
available at the following website:

http://www.ibm.com/developerworks/wikis/display/im/IDS+virtualization+support

See Chapter 12, “IBM Informix appliances” on page 299 for further information
about IBM Informix appliances and instructions about how to create your own
virtual appliances.

2.3.15 Extensibility support

Informix has built in extensibility support in the form of user defined data types
(UDTs), user defined functions, user defined aggregates, virtual table interfaces
(VTIs), and virtual index interfaces (VIlIs).

Extensibility support provides greater flexibility in customizing your Informix
instance and integrating it into an embedded environment. Being able to define
your own data types, create functions in C and Java to perform custom
operations, or map an external file to a table reduces the number of separate
components in an application. A low number of separate components in an
embedded application means a lower number of potential failure points when it is
deployed.

With IBM Informix Version 11.7, the whole registration workflow has been
streamlined with the following database extensions being registered
automatically upon first use:

LOB Locator (LLD)

Node

BinaryuUDT

Basic Text Search (BTS)
Spatial

Web Feature Service (WFS)
MQ Messaging

vVVvyYvYyVvYyYYvYyYYyvyYy

In addition to registering the extension within the current database, the auto
registration feature will, if necessary, create sbspaces if required by the
extension, as well as creating any specific virtual processors required to run the
extension.

Chapter 2. Embeddability basics 29


http://www.ibm.com/developerworks/wikis/display/im/IDS+virtualization+support

For more information, see Customizing the Informix Dynamic Server for Your
Environment, SG24-7522. The abstract for this book is available from the
following website:

http://www.redbooks.ibm.com/abstracts/sg247522.html

2.3.16 Collecting diagnostic data
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In Informix Version 11.7, you can use the ifxcollect utility to collect diagnostic
data to troubleshoot a specific problem. This tool also allows you to transmit the
collected data using FTP.

You can collect data with ifxcollect for:

Assertion failures

Enterprise Replication
Performance issues

CPU utilization

Onbar archive and restore failures
Ontape backup and restore failures
Connection failures

Connection hangs

Customer profile information

VVYyYVYVYYVYVYYVYY

The command-line options for the ifxcollect utility are as follows:
» General

-r = Num Times to repeat Collection

-d = Seconds for delay between Collection
-y = Answer yes to all prompts

-V = Version Information

-version = Extended Version Information

> FTP

-f = FTP the data collection

-e = Email Address

-p = PMR Number

-m = Machine to ftp to

-1 = Directory Location for ftp
-u = Username for ftp

-w = Password for ftp

» Collection

-c ids -s general

General Collector For A1l Informix Family Products
-c af -s general

General Collector For Assertion Failures
-c er -s general
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Collect general information For ER

er -s init

Collect information For ER Initialize Issues
performance -s general

Collect general information for performance Issues
performance -s cpu

Collect information for cpu utilization issues
onbar -s archive_failure

Collect information for onbar archive failures.
onbar -s restore_failure

Collect information for onbar restore failures.
ontape -s archive_failure

Collect information for ontape archive failures.
ontape -s restore_failure

Collect information for ontape restore failures.
connection -s failure

Collect information for connection failures.
connection -s hang

Collect information for connection hangs.

cust -s prof

Customer profile

For example, to collect information for a general assertion failure, run this
command:

ifxcollect -c af -s general

To collect information for a performance problem related to CPU utilization, run
this command:

ifxcollect —c performance —s cpu

To include FTP information, specify the additional information, as shown in the
following examples:

-f -e

user_name@company_name.org -p 9999.999.999

-f -m machine -1 /tmp -u user_name -w password

In 2010, IBM revised the editions for the Informix product. Regardless of the
edition you use, Informix comes with the full implementation of the Dynamic

2.4 Informix product editions

Scalable Architecture (DSA) with its unmatched performance, reliability, ease of
use, and availability.
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In some cases, particularly with the no cost editions, there are restrictions on the
breadth and depth of features and functionality available for you to use. With
some of the Informix For-purchase editions, there are similar though not as
dramatic restrictions. Pricing for these editions varies based on functionality and
scalability differentiation.

2.4.1 No cost editions
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Informix no cost editions can be downloaded and used for development, test,
and, with the Informix Innovator-C Edition, user production workloads without a
license fee. These editions can only be used by user organizations, however.
They cannot be re-distributed without signing a re-distribution contract. The
intent of the Informix Developer Edition is for system development and test only;
it cannot be used in a production environment and there is no optional support
package.

Support is community-based, though an optional for-charge service and support
package is available for Informix Innovator-C edition. Community support is
available through discussion forums hosted by the International Informix User
Group (IIUG) as well as the IBM developerWorks Informix technical forums.

IBM Informix Developer Edition

For application development and testing only, this edition packs the full suite of
Informix functionality into an attractive price point: no cost to you! The Developer
Edition includes all the functionality available in the Informix-Ultimate edition, but
does contain scalability constraints, including processing, memory, and storage
limitations. It is available on a wide range of operating systems in 32- and 64-bit
versions where appropriate. You can upgrade from the Developer Edition directly
to any other edition simply by installing the new database binaries.

IBM Informix Innovator-C Edition

For customers looking for a robust and powerful database environment that can
support small production workloads, this edition provides the most widely used
data processing functionality, including limited Enterprise Replication, High
Availability, and Informix Flexible Grid clustering. Available on all supported
platforms, this edition is limited to one socket with no more than four cores and a
total of 2 GB of RAM operating from the same installation.
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2.4.2 For-purchase editions

Each of these editions is tailored from a price and functionality perspective to a
specific market segment.

IBM Informix Choice Editions For Macintosh and Windows
The Informix Choice Editions for Macintosh and Windows are perfect for small to
mid-sized companies or departmental servers in an enterprise deployment.
These editions can be deployed on up to eight cores over a maximum of two
sockets and 8 GB of RAM operating from the same installation. Informix Choice
Editions for Macintosh and Windows gives you additional database functionality,
including a two root node ER or Informix Flexible Grid cluster.

IBM Informix Growth Edition

Available on all supported operating systems, this edition is perfect for mid-sized
companies or departmental servers in an enterprise deployment. In most cases,
this edition should satisfy the requirements of an embedded solution. This edition
can be deployed on up to 16 cores over a maximum of four sockets and 16 GB of
RAM operating from the same installation. Informix Growth Edition gives you
additional database functionality, including unlimited ER or Informix Flexible Grid
cluster nodes of any type to send or receive data updates within the cluster.

IBM Informix Ultimate Edition

As the name suggests, this edition includes all Informix features and functionality
(except those specifically listed as optional add-ons) with unlimited scalability
required for the highest OLTP and warehousing performance and full
functionality. With this edition, full H/A, ER, and Informix Flexible Grid
functionality is available, including unlimited ER/Grid nodes and all H/A cluster
secondary instance types. Because almost all features and functionality are
included with this edition, there are only a few optional add-ons. They include the
Geodetic and Excalibur DataBlades and the Storage Optimization feature
released with Informix Version 11.50.xC4.

For more information about the comparison between the various Informix
editions, see the developerWorks article Compare the various Informix version
11 editions, available from the following website:

http://www.ibm.com/developerworks/data/library/techarticle/dm-0801doe/
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Preparing to embed IBM
Informix

In this chapter, we describe the areas that must be considered before
implementing an embedded solution. Not all areas apply to all situations and the
effort required to implement them can vary. In each case, you should decide
what you care about, and that answer determines which features you use and
how you configure the system. For example, if the solution does not really need
to be secured, then you may not encrypt anything on the disk or in the network.
You also may just grant all access rights to “public” and not worry about granting
privileges to any users. However, if security does matter, you may want to use all
those features.

Most of these items do not apply exclusively to embedded systems, but may be
addressed differently for an embedded environment.
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3.1 Choice of platform

Informix is available on UNIX, Linux, Microsoft Windows, and Apple Mac OS X
platforms. The biggest impacts caused by the choice of a platform are on
installation and system monitoring. Consideration should be given to deciding
how many platforms should be supported. For example, scripting is different for
Microsoft Windows than it is for most UNIX or Linux systems. If you support both
Windows and Linux, then you have to maintain two sets of scripts, one for each
platform.

3.2 Application design

Informix capabilities should be an integral part of an embedded application
design. Both the application and Informix work hand-in-hand to provide a
solution. The result can be a smaller application, lower resource consumption,
and better performance. In the case of an existing application, some simple
changes can yield significant improvements. Other areas, relating to the
management of the environment, can take advantage of Informix capabilities to
make it simpler and more efficient.

Another advantage of integrating Informix in the application design is that you
can make the database more invisible to the users. That is, they can use the
application without ever knowing, or caring, if there is an associated database.
The following sections describe some of these possibilities.

3.2.1 Application set processing

36

Anytime an application reads a set of rows from the database and processes
them to get to a single answer, there is an opportunity to move this processing to
the database. The first approach that comes to mind is to use a stored procedure
language (SPL) stored procedure. This approach moves procedural code from
the application to the database server. There can also be easier or more efficient
approaches for solving the problem.

One reason for putting the processing in the application is because the database
server does not know how to group the data the way you desire. This can be
solved by adding code that tells the database how to group the data. Some
examples of new grouping functions are as follows:

» Grouping by week of the year
Other date manipulation, such as by weekdays, can be created.
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» Grouping by range of values
It is easy to take a value and return a representation of the range it is in.

Another reason that the processing is put in the application is because the
database server does not provide the processing needed. For example, you
might need to use some statistics to calculate a reliability factor for a specific
piece of equipment. In Informix, it is easy to create a user-defined aggregate to
do this processing. The result can be less code and better performance.

3.2.2 Using database extensions

Informix includes several DataBlades that can facilitate the application
processing. Because Informix supports modularized installation, you have to
decide whether or not you want to install these DataBlades. In many cases, the
extensions are registered, loaded, and made available for use the first time any
user executes a SQL statement that needs the extension. In that case, you do
not have to take any action to prepare the extension. However, some of the less
frequently used extensions require an explicit registration before they are used.
Currently, the basic text search, node data type, binary data types, large object
locator, MQ messaging, and Informix web feature service are automatically
registered at their first use.

Here is a brief description of the most commonly-used extensions:

» Large Object Locator

This DataBlade® facilitates the manipulation of large objects in the database
if they are stored outside the database.

» MQ Messaging

This DataBlade provides an easy to use interface with the IBM WebSphere®
MQ product.

» Binary DataBlade

This DataBlade adds indexable binary data types, with one fixed-length of
18 bytes, and another variable length of up to 255 bytes.

» Basic Text Search

This DataBlade allows for a quick search of text fields or XML elements
through full text indexing.

» Node DataBlade

This DataBlade is an indexable type that facilitates the manipulation of
hierarchical relationships, such as in bills-of-material.
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» Web Features Services DataBlade

This DataBlade provides database-independent access to spatial objects
stored in Informix through a web interface.

In addition, there are two DataBlades that are bundled with the database server:
» IBM Informix Spatial DataBlade Module

This DataBlade enables you to create web applications that incorporate data
retrieved dynamically from an Informix database.

» IBM Informix Web DataBlade Module

This DataBlade embeds a geographic information system (GIS) into your IBM
Informix data server kernel by implementing the Open GIS Consortium, Inc.
(OpenGIS (OGC)) SQL3 specification of abstract data types (ADTs). These
data types can store spatial data, such as the location of a landmark, a street,
or a parcel of land.

For more information about products bundled with the database server and
full details about each of the database extensions, see the Informix Info
Center at the following website:

http://publib.boulder.ibm.com/infocenter/idshelp/v117/index.jsp
More detailed information about the IBM Informix database extensions can be

found in the IBM Informix Database Extensions User’s Guide, G229-6362 or in
the Information Center under the Extending Informix subtopic.

Analyze your application needs carefully to discover whether or not DataBlades
can improve overall performance while reducing the amount of code needed.

3.2.3 Indexing
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Most applications have some performance requirements, and embedded
applications are no different. The most common way to improve query
performance is the judicious use of indices. In the case of Informix, you should
consider the use of functional indices and the R-tree multi-dimensional index.

A functional index is one that is created as the result of a function. Its use has an
impact on how SQL statements are written. Assume that you have a function
called WeekOfYear(). This function takes a date as input and returns an integer
representing the week of the year the date is in. If you have a table named
transaction with a column tran_date representing the date the transaction took
place, you can create a functional index representing the week of the year the
transaction took place, as follows:

CREATE INDEX tran_week ix ON transaction (weekOfYear(tran date))
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To take advantage of this index, the WeekOfYear() function must be used in the
WHERE clause or in the GROUP BY clause. Here is an example that shows its
use:

SELECT weekOfYear(tran_date), SUM(amount)

FROM transaction

WHERE weekOfYear(tran_date) > 39 AND weekOfYear(tran_date) < 46
GROUP BY weeekOfYear(tran_dave);

The result of this query would be the sum of all transactions per week, for weeks
40-45.

R-tree indices are heavily used in spatial type applications. This is a perfect fit,
because an R-tree index can quickly identify if multiple areas overlap or if one
area is within another. This capability can be extended to fit other types of
queries. This can be any range of values, such as status readings on multiple
aspects of a piece of equipment. The combination of a set of readings can
indicate a problem, but when taken individually, it can still be in the tolerated
range. The use of an R-tree index can identify the problem where multiple
standard indices (B-tree) may not discriminate enough to be used, forcing a table
scan that would greatly impact performance. Now that you know how you can
take advantage of indexing to improve performance, you need to know how to
identify problem areas.

Informix Version 11 provides the ability to collect historical information about the
execution of SQL statements. It is then possible to examine the results and
identify statements that require further analysis. This capability can be used on
installed systems to generate alerts about slow SQL statements. The application
can, as an example, ask the user to contact support and report the issue.
Depending on the arrangement, this can be automated and the support
organization can then resolve the problem proactively.

3.2.4 Using multiple DBMSs or databases

It is better to keep the number of database server instances to a minimum. Each
database server instance requires its own set of support processes and memory
structures. The use of multiple database server instances, when one would
suffice, increases the impact on the system’s performance, because there will be
more processes competing for resources. This impacts CPU resource use, and
decreases the efficiency of memory use, because each server will have less
memory to use, increasing disk accesses and reducing overall performance.

If multiple applications or modules each require their own databases, these
databases can be created in the same Informix server. If a module requires
access to another module’s database, it can be done either by opening an
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additional connection to the second database or through distributed queries if
data must be joined between databases.

If you use multiple databases in one Informix data server, then you must take
care that the users of one database do not consume so much of the system that
users of the other database are “starved” for resources. You may need more
CPU virtual processors or more memory or both. In addition, you may need to
limit the number of sessions that are allowed for one or more databases. That
task can be performed by using a sysdbopen() procedure and a table to keep
track of how many sessions exist.

3.3 Data and database administration

Even in the case of embedded databases, proper database design is still
required. This section briefly describes the major points to consider. This topic is
related to application management. Once again, tasks and sensors can be used
to manage database activity, such as backups. The users only have to move files
and do not have to touch the database. Other table manipulations, such as
detaching, backing up and removing old table fragments, and adding new table
fragments, can be automated.

3.3.1 Application error monitoring

Errors occur in applications. An embedded application can catch these errors
and generate context information that will help the support team diagnose the
problem. The error can also be reported to the user, who can then provide the
appropriate information as required.

3.3.2 Security issues
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Securing the data is becoming increasingly important. In this section, we discuss
security consideration and techniques available in Informix to secure your data.

Issues to consider in design
Major security issues to consider when designing an embedded Informix system
are as follows:

» Application users

Which user names will the application use? Will there be a distinction
between the various users of the application?
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» Ad hoc users
Can users access the database directly, and run ad hoc queries?
» Database, tables, views, and procedures permissions

For each user allowed in the database, permission to read and modify the
database objects must be given.

» Column encryption

There are cases where key data must be protected from access by anyone
outside the context of the application. This task can be done by using the
column-level encryption feature of Informix. However, this task impacts the
system in terms of space and processing time, so you must determine if this
task is required or necessary.

» Local or global connections

It is likely that the application will run on the same machine as the database
server. Informix can be set up so only programs running on the local machine
can connect to it. This setup adds another level of security against
unauthorized access.

» Communication encryption

If outside communication is allowed either for client access or
Informix-to-Informix communication (such as in the case of replication),
should you encrypt these messages?

Techniques available in the Informix data server

The Informix data server provides a number of options for handling all these
issues. Here we briefly describe the choices about how you manage users and
what they are permitted to do. We do not discuss encryption. Part of designing a
solution is to choose which of these methods, if any, will be used and to prepare
the proper scripts to set up the configuration.

The principle of least required privilege

In general, it is wise to avoid giving any user more privileges than are required for
the work they are supposed to do. An extreme example might be to let everyone
use the user ID of informix. That would let anyone do anything and is not a good
idea. In general, you have a few people who are responsible for the system, and
those people require greater privileges than others. But most of your users
probably should be limited to the basic SQL of the application.

Even within the basic users, you might have groups responsible for various
tasks, and you may not want to restrict people from seeing or changing data
inappropriately. For example, in a payroll solution, you may want to restrict
granting of raises to managers or even a select few managers.
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Most people should be able to see their salary but not everyone’s salary, and
most people should not be able to grant themselves or anyone else a raise. You
may even want to restrict managers from granting raises outside a limited time
each year.

Your challenge to is to know the business rules and enforce them.

Privileges, roles, and default roles

To enforce the business rules, you may be required to grant the proper privileges
on each table to individual users. This can be extremely complicated, and the
Informix data server offers methods to simplify the management of privileges. All
of these methods are intended to reduce the number of GRANT and REVOKE
statements you need.

Roles are just groups of privileges. You can define a role, grant privileges to a
role, and then grant the role to a user. This usually simplifies management and
tasks when a number of users require the same set of privileges. You can define
a role with the proper privileges and then grant the role to each of the users,
which means you have only one set of the GRANT statements, not one set for
each user.

A user may have been granted several roles. Their default role is whichever of
those several roles should be enforced when the user first connects. Other roles
can be adopted as required using the SET ROLE SQL statement. Alternatively,
you could set the initial role in the sysdbopen() procedure for each user. Default
roles are typically simpler.

Non-0S and mapped users

Normally, each user of an Informix data server has a operating system account
on the server. However, many enterprises use a centralized directory, an LDAP
directory or such, rather than manage accounts on many servers. The Informix
data server has two features to take advantage of that situation and reduce the
number of local accounts that are required on each server.

First is mapped users. If you define a user with appropriate privileges, then you
can declare that other users should use that same user ID as the basis of
checking permissions and privileges. This is called mapping one user to another.
The effect is rather like roles, but this further reduces the number of users for
which roles are required.

However, even then, each user must have permission to connect to the server
and the data server. With mapped users, you must still have a local OS account
for each user. To simplify things further, you may choose to authenticate user
connections using LDAP or some other pluggable authentication module (PAM).

Embedding IBM Informix



When you do that and also map those users to some local user, you have what
are called non-OS users. This can significantly simplify things by removing the
need for more than a few local users, each with a distinct set of privileges.

Trusted contexts

Lastly, if your solution uses an application server (IBM WebSphere or Tomcat,
for example), there are typically a pool of permanent connections shared among
all the users. In that case, it is usually impossible to associate a particular SQL
statement with a real users, because some common user ID is used for all the
pooled connections. A trusted context can solve that problem, but it does impose
the requirement for each user to be known to the data server.

A trusted context is established when some client program, often the application
server, is declared to be trusted by the data server. A trusted context is a
connection from a particular system (host name or IP address using a particular
user ID). The host name or IP address would be that of the server on which the
application server executes. The user ID would be the ID used to establish the
pooled connections.

Using a trusted context, the trusted client is allowed to tell the data server the real
user ID to use for each SQL statement. The data server then uses that ID to do
the permissions and privileges checks for each statement. This allows proper
auditing for who is taking each action and also helps in debugging problems.

3.3.3 Managing backups and log archives

In this section, we discuss database backup and log management administrative
tasks.

To log or not to log

Depending on how deeply embedded a DBMS is, there might or might not be any
requirement to keep a copy of the database to restore after a failure. For
example, if the data is reloaded from some central source each time the DBMS
starts execution, then there is no purpose to keeping any backup copy of the
data. On the opposite extreme is a system that is deeply embedded and has no
connection to any other system. In this case, it may be imperative to keep a copy
that can be restored.

A second question is whether or not any groups of tasks in the application are
required to be accomplished as an atomic group. That is, are there sets of
changes that all need to succeed or fail as a group? If there are not, then you do
not require transactional controls and the associated log records.
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Therefore, if you do not need to reload or recover data after a failure, then no
database backup is required. If you do not need transactions, then you do not
need database logs. However, if you need transactions, with or without backups,
then you need database logs.

If logs are not required, create the database with no log. That action removes
any need for disk space for log files and the need for start work or commit
statements in the application programs. Example 3-1 shows the SQL statements
for creating databases with various logging options. The first statement creates a
database with an unbuffered log, the second with no log, and the third with a
buffered log.

Example 3-1 Creating databases

F:\queries>dbaccess -e - mkdbs
create database Toggedexample with log;
Database created.

create database unloggedexample;
Database closed.

Database created.

create database bufferedexample with buffered log;
Database closed.

Database created.

Note: The work to change from one model (transactions or no transactions) to
the other is often substantial, so logging is an important choice.

If you do decide to use logging, but do not use BEGIN WORK and COMMIT
statements, each SQL statement will be treated as a transaction. Be sure that
action is what you want.

Logs and log archives

If you choose to use a logged database, then, to ensure your ability to fully
recover your data, you must archive (back up) the log files as they fill. If you do
not archive the files, the data server uses all the log files and waits until you
archive one or more files to make more space available. In certain cases, when a
single transaction requires more space than is available (long transactions), you
can configure the data server to automatically add log files. In all other cases,
you have to archive log files before they all become full.

To configure the data server to add logs to avoid long transactions that fill up the
logs, set the DYNAMIC_LOGS configuration parameter.
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You can set this parameter to either pause while you add more files or to
automatically add files as necessary.

Use the ontape or onbar program to archive the log files. To restore your data
properly, you must use the same utility you use for your database backups. So, if
you use onbar for database backups, use onbar for log archiving also.

A good practice is to set up the ALARMPROGRAM script to capture the event for
each log file and do the log archive at that point. Alternatively, you can schedule
a log archive at some regular interval, daily or hourly perhaps.

Database backups

Not all embedded databases must have a backup copy of the data, but many do.
This section discusses techniques for creating a copy of the database that may
be used to recover the data in case of failure. You only need to choose one. You
do not need to use them all. By far, the most common and useful options are
ontape and onbar, but the others may be useful in some situations. Whichever
you choose, you must have file system space or tape capacity to hold the data.

If there is a requirement to save copies of the information in case of device
failure, then the application can do it as part of an administration menu or it can
be set up in a more automated way.

This means that sufficient disk space must be available for storing a backup and
possibly several log archives. To limit the storage consumed by backup files, the
log archives older than the most recent full backup should be removed. Old full
backup files should also be removed unless a specific requirement exists to keep
them. There are multiple possibilities for managing backups. Which one you use
depends on the requirements of each system. There is not a single best
technique.

In some cases, if down time is allowed, the backup can consist of bringing down
Informix and backing up all the directories where there is database storage. If the
database devices are on physical disks, the disks image can be copied to
another device. In this case, you may also need to remove old backup files and
log archives. For invisibly embedded systems, there may be no method for
restoring a backup. In that case, there is no point in taking a backup, and there is
no issue for keeping or removing backup files.

One of the most difficult issues with any DBMS or database is the policy about
what to do in case of failure. Most organizations prudently insist on making
regular copies of their data so that it can be restored if the production data is lost
for any reason. That policy makes sense for most systems and, if you are using
an integrated Informix instance, you should plan on following that policy.
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Automating backups is discussed in 9.7, “Using tasks for embedded systems” on
page 229.

Along with backup copies of the data, copies of the logical log files are required
to ensure recovery of all the data up to the last few transactions. Log file
archiving can be automated using ALARMPROGRAM.

However, for an invisibly embedded instance of Informix, the solution is more
difficult. If there is no administrative interface for the system, and if the only
possible action in case of failure is to restart the entire system, then there may be
no point in taking backups. This case is relatively rare at the time of the writing of
this book, but there is a growing class of appliances that include a database.
Examples include water and electric meters that record usage over time, and
traffic controls that contain a database of scheduled changes. In the case of the
traffic controls, there are few changes, and the system can be restarted and
reloaded without concern for what data was lost. In the case of utility meters, the
daily or hourly data is not critical to the billing and so if it is lost, little damage is
done. In both cases, the work and space to manage backup files is not justified.

There are a number of ways to create a copy of data held in an Informix data
server. Two of these, ontape and onbar, are what most people mean when they
refer to archiving or “backing up” a database. However, you might choose to
unload the data by other means: the dbexport and onunload commands, the
unload SQL command, or inserting the data into an external table. Any of these
commands will make a copy of data, but each has limits on how hard it is to
recover and how complete that recovery can be.

Archiving with either ontape or onbar allows you to include the logical logs with
the data from the tables, which means you do not have to take care to be sure
the data server is idle while the archive is being done. Furthermore, if you also
archive the logical logs, a recovery can restore the data to the point of failure.

Any other technique imposes two constraints. First, to ensure that the archived
data is consistent, no changes can be allowed while the data is being copied.
Second, any recovery can only be to the time the data was copied. Any changes
between copies will be lost.

Archiving strategies

There are many possible useful archiving strategies. Your choice depends on
how much time you can afford to wait for a recovery. Archive more frequently if
you want to restore more quickly. A common strategy is to perform a full (or level
0) archive once a month, a level 1 archive each week, and a level 2 archive each
day. That mean as many as 31 archive files may be required to restore an
instance or database.
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Another common strategy is to perform a level 0 archive once a week with level 1
archives daily. This means at most seven archive files must be processed for a
full recovery. In either of these strategies, all the archived logs are also required.

You can choose many other patterns of level 0, 1, and 2 archives. There is no
one superior strategy.

3.3.4 Storage sizing and management

Chapter 8, “Memory and storage management” on page 183 covers automatic
storage management in detail. With or without the automatic management, you
should plan for the disk space you will need and how you expect to allocate that
space. This planning includes deciding what indexes, large objects, temporary
tables, external tables, and so on, will be required for the solution.

With that knowledge, you should decide which tables or indexes will be placed in
each dbspace. That decision should let you estimate the relative space to set
aside for each dbspace and sbspace.

With that information, you can choose how you want to manage the space. You
can use the onspaces utility to declare exactly where each dbspace (and any
chunks beyond the first one) should be. You can also choose to let the data
server automatically expand the space if most of the space is used, or you can
choose to monitor and manage that yourself.

Which approach to use depends on a number of factors, including at least how
much storage is available, whether or not storage can be added, and what
constraints may exist on the size of the database. For example, if the solution is
designed for some maximum number of objects (customers, orders, drawings,
and so on), then you may enforce that limit, not allowing more objects to be
created. Therefore, if your solution is designed to manage up to 1000 customers,
you do not need to configure space for more than a few more that 1000
customers. That will probably also limit the size of other tables, such as
addresses and phone numbers.

However, if you intend to let the solution hold and work with an unlimited number
of objects (for example, truck routes and sports statistics), then you should plan
on some initial space for each object with the option to add more space if the
users want to have more data. In this case, the automatic storage management
offers a simple solution, but you have to make the space available. This may
means monitoring the data so that additional disks can be installed before all the
available space is full.
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3.4 Installing, deploying, upgrading, and migrating

We can say that deployment includes installation, but there is a difference
between those two activities. During installation, you have to decide which
features to install, which directory to use, and decide on configuration
parameters (onconfig parameters). In the deployment, you have to decide how to
replicate the installation decisions and deploy a packaging of the applications
and Informix to multiple sites, while minimizing the effort required to get to a
running environment.

3.4.1 Installing

Informix includes an installer that provides the ability to select which Informix
feature is installed. The selection can be done interactively or through a
configuration file, which provides the additional capability to do a silent
installation.

When it comes to deploying the complete package, the Informix installation part
can be done through the silent installation. The other option would be to create
an image of a completely installed system and copy it to a target machine.

All this is fine for installation and deployment on a dedicated system. However,
other issues arise on a shared system. Deployment issues are discussed in
Chapter 5, “Deployment” on page 95.

3.4.2 Upgrading

48

Upgrading the Informix data server to a newer version is straightforward, but you
do need to plan and be prudent about the work. You can upgrade “in place” using
the existing database. You could also upgrade by making an entirely new data
server instance and loading your data into the new instance. The second
approach does require extra time to reload the data. Also, you cannot load the
data from a database backup. You will have to unload each table or export the
database and then load the tables or import the database.

A process for an in-place upgrade might be

» Ensure you have a complete full backup copy of the database.

» Read the release notes and machine notes for the new release carefully. Pay
special attention to the operating system configuration parameters that may
have changed, or any requirements on the process.
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For example, an upgrade might require ensuring extra log space or some
minimum free space in each dbspace. You want to follow any such directions
to ensure your upgrade is correct.

» Allow enough time to perform the upgrade, verify the correctness of your data
afterward, confirm the correct operation of our solution, and, in rare cases,
revert everything back to your current version.

» Install the new version in a separate directory. Do not overwrite the current
software so that you can quickly revert if that is required. It is often convenient
to have SINFORMIXDIR be a link so that your scripts will not have to change
when you use the new directory.

» Perform the actual upgrade by executing the new version of the data server.
Be careful not to initialize, as that would destroy your database.

» Be sure to drop and recreate all the database statistics. While this may not be
strictly required, experience shows that this often avoids performance
problems.

» Use oncheck or the SQL adminstration API to verify the consistency of the
tables and indexes

» Spot check the data to verify its correctness.

3.4.3 Shared systems

What if the application that embeds Informix must be installed on an already
running system that includes other applications? There can be cases where the
Informix data server is already installed on the system, which is sometimes
called multiple residency. That situation raises issues of installation directories
and the usage of network client connection ports. In these situations, where there
are multiple data server instances running, SERVERNUM needs to be a distinct
value. In these situations there could also be library issues, because Informix
makes and uses links with its libraries.

In multiple residency implementations, there are two primary situations to be
addressed:

» There is already a different version of Informix installed.

In this situation, the installation procedure must install the new version and
work around the issues previously mentioned. Environment variables must be
set properly to start Informix and for the application to run properly. The
application must not include hardcoded values, such as the port number in a
JDBC connection URL, or it will not connect to the proper database server.
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Of course, with a little planning, it might be possible to upgrade the current
Informix installation, if the application supports it, before installing the new
application. So, here is yet another possibility to consider.

» The proper Informix version is already installed.

If the version matches, it does not mean that the features required by the
application are installed. For example, what if a company policy does not
allow the new application to share the same database server?

There is still the choice of ignoring many of these issues and assume that the
situation will not occur. In some cases, it can be the right assumption. Still,
knowing the possibilities should allow you to make better decisions.

Not all Informix data server installations are for development. There are
situations, for example, where data and applications must be migrated from the
existing system to the new one. In addition, it can involve migrating to a new
hardware platform.

Some of the considerations when planning a migration are as follows:
» Migrating existing installations

Because we are talking about embedded systems, the data management is
left to the application. As such, it must be able to address, as examples, how
the data migration will occur between the old system and the new so it is easy
for the users, and how it can recover from potential problems.

There can be space issues on the system that will require a hardware
upgrade. Another solution can be to upload the data to another larger system,
and re-initialize the machine in the new environment, freeing the space used
by the old application and data storage.

If the migration has to occur on a large number of systems, proper planning is
essential to minimize the effort and the impact on the users.

» Performance impact due to differences in architecture

As examples, consider Informix and Informix SE. In the former case, a totally
different approach to data access is required. In the later case, there is a two
task architecture where the application spawns a background process to
provide database access.

There are differences in disk and memory footprints that may require a
hardware upgrade. The additional functionality in Informix can provide a
simpler and more efficient way to solve problems, which can require
additional analysis and implementation effort.

The migration to Informix should also be an opportunity to review the table
organization, such as partitioning/fragmentation and extent allocation and
index usage to improve the efficiency of data access.
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3.4.4 Application management

An embedded application must keep track of its resource use to make sure it
does not expend them. For example, an application can keep track of the
number of rows in its tables over time. With this information, it can calculate a
rate of growth and estimate when the system is expected to run out of space.
Then, actions can be taken to back up older information to make space for new.

This may be difficult to do from an application. Using the tasks and sensors
capabilities described in Chapter 8, “Memory and storage management” on
page 183 would make this easy to implement.

3.5 Extremely low footprint Informix installations

The deployment wizard, as part of the Informix custom installation process,
supports an Informix server-only installation footprint below 240 MB. In some
instances, it may be necessary to install Informix in a tight footprint-constrained
environment.

There are already quite a few IBM Informix Business Partners and clients
worldwide who are actually using Informix deeply embedded in resource-limited
environments, such as phone systems, network appliances, specialized
electronic scales, and much more. For those usage scenarios, a 240 MB
installation footprint (for the database server executables alone) can be too
large. And do not forget the actual database instance size to maintain the deeply
embedded application’s database.

In the following sections, we discuss and describe how an extremely low footprint
installation of Informix Version 11.70 can be achieved from both an installation
footprint perspective and from a live production Informix database instance
perspective.

3.5.1 Minimizing the Informix installation footprint

The first part of an exercise to achieve an extremely small Informix Version 11.70
production environment is to scale down the Informix installation footprint to a
bare minimum. By performing the following steps, you will be able to shrink the
footprint from an initial size of 236 MB.
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Important: At the time of the writing of this book, Informix (and IBM Informix
technical support) officially only supports installations that have been
performed through the standard Informix installation procedures (using the
Deployment Wizard). The following steps describe a way of scaling down an
Informix installation that might not be supported by IBM technical support.
Contact IBM technical support for Informix before you use such a scaled down
Informix installation in a production environment.

As the foundation for the scaled down exercise, we use the Informix Version
11.70 Base Server installation option, which provides a starting footprint of about
236 MB (on Linux/Intel® 32-bit). Ensure that the XML Publishing component was
not installed by mistake through the Base Server install option.

1. Delete the following directories and files in the $INFORMIXDIR directory:

— $INFORMIXDIR/extend/*

— $INFORMIXDIR/bin/plugins
— $INFORMIXDIR/release

— $INFORMIXDIR/uninstall

— $INFORMIXDIR/Ticense

— $INFORMIXDIR/doc

— $INFORMIXDIR/SDK

— $INFORMIXDIR/isa

— $INFORMIXDIR/inc]

— $INFORMIXDIR/*.10g

These directories and files contain either release or license-related
documentation and are only required if there is a need to uninstall Informix
through the official uninstaller. The $INFORMIXDIR/bin/pTlugins folder is only
required by the Informix Deployment Assistant (ifxdeployassist). So if you
need the deployment assistant, keep it.

2. Remove the $INFORMIXDIR/gskit directory. Each Informix Version 11.70
installation includes a re-distributable version of the IBM GSKit (Global
Security Kit), which provides libraries for data encryption and Secure Sockets
Layer (SSL) communication. You will want to keep that kit somewhere for
future use, but you do not need it as part of an extremely low footprint
installation.

Footprint size check: At this point, the size is down to a footprint of about
98 MB, without giving up anything important or critical. The next steps are
dependent on the functional requirements of your Informix server
installation.
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. Look in the $INFORMIXDIR/bin directory. There are likely some executables
and other files there that you will not need in a deeply embedded production
or runtime environment and can delete. The following files are examples:

— finderr and rofferr

These commands are only required either to display or to print an Informix
error message.

— chkenv

This command is used to verify some Informix related environment
variables in a given file.

— GenMacKey

This is required to generate new MAC keys for encrypted communication
between client and server, and server and server. You can keep a copy in
a different location, and delete the one in $INFORMIXDIR/bin.

— ibmifmx_security.sh

This is a script provided by IBM Informix tech support to verify security
related settings in your Informix installation. You can use it, but you will
likely not need it in a deeply embedded production environment.

— hdrmkpri.sh/hdrmksec.sh

These are two shell scripts to make a role switch-over in an High
Availability Data Replication (HDR) environment a bit easier. Because the
outcome can be also achieved manually, you can delete them.

— crtcmap

This is a file that is only required to create special mapping files. If you
need it, keep a copy with your development instance. But you can remove
it from a runtime instance.

— blademgr

This is the executable of the Informix command-line blade manager that
can be used to register and un-register (plus upgrade) Informix extensions
(called DataBlades). If you are not planning to use DataBlades with your
deeply embedded system, you can delete it.

— oncheck

This command allows the consistency check of an Informix instance,
especially its databases, tables, and indexes. Depending on your
requirements you can keep it (for example if you foresee regular database
checks later on during run time).
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ontape

This command can be used to create online backups of the Informix
database. If you are planning to use other means of backing up your in
production system (for example, by external backup and restore), you can
delete it. Keep in mind that ontape can be used to change the log mode of
an Informix database (for example, from logging to non-logging and vice
versa).

onparams and onspaces

With the introduction of the SQL adminstration API in Informix Version
11.10, most of the DBA-related commands can be run through an
SQL-based command. If the production system can be managed with only
the SQL adminstration API, you can delete either or both of these
executables.

onrestorept

Because the onrestorept utility is only required to revert an Informix
instance to its original state just before its upgrade, its probably not
required for an extremely low footprint installation.

onclean

The onclean utility can be used to shut down an Informix instance if the
onmode command is not able to shut it down in a clean way. Under normal
operating scenarios, it can be likely left out a low footprint configuration.

genoncfg

This executable is only required in combination with the Informix
configuration wizard. Therefore, it is not necessary for a minimalist
installation of Informix.

ifxdeploy and ifxdeployassist

Both tools are part of the Informix embeddability toolkit. If you are planning
to create deployment packages or your stripped down Informix installation,
it might be worth to keep the ifxdeployassist executable.

ifxclone

If you do not need to directly clone your extremely low footprint Informix
instance using a network connection, you can remove that utility.

ifxbkpcloud.jar

One of the new features in Informix Version 11.70 is the option to do an
ontape backup into the Amazon Simple Storage Service. If you already
removed the ontape command or if you are not planning to back up into
the Amazon storage cloud, just remove that JAR file from your installation.
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— Stripping the remaining executables

Most of the Informix executables have been compiled with the symbols
attached. Having the symbols attached to an Informix executable can be
helpful for debugging purposes (for example, obtaining a stack trace)
through IBM Informix technical support. But if you are confident this
support is not required, you can run the sudo strip * command in the
$INFORMIXDIR/bin directory.

Important: Only run the strip command with root permissions, or you
will damage the file ownership and suid (set uid) bits on those files.

Footprint size check: You can do a quick footprint size check after
deleting the following files in $INFORMIXDIR/bin:

finderr

rofferr

chkenv
GenMacKey
ibmifmx_security.sh
hdrmkpri.sh
hdrmksec.sh
crtcmap
blademgr
oncheck

ontape

onparams
onspaces
onrestorept
onclean
ifxdeploy
ifxdeployassist
ifxclone
ifxbkpcloud.jar

v

YVVYYYYVYYYYVYVYVYVYVYVYVYVYYVYYy

You can do a quick footprint size check after running the strip command
on the remaining executables. You will see that the size is down to 77 MB.
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4. If your Informix-based application has relaxed requirements regarding the
character sets being used in the database and the client application (for
example, if you can use a simple 8-bit character set), review the
$INFORMIXDIR/g1s directory. Even with a Base Server installation and the
‘West European and Americas’ GLS option selected, that folder has an
installation footprint of about 48 MB. Consult the IBM Informix GLS User's
Guide, SC27-3551 to learn which files can be deleted based on your GLS
requirements.

Footprint size check: After cleaning up the $INFORMIXDIR/g1s folder, you
can achieve an Informix install footprint below 60 MB, and below 50 MB if
necessary.

For example, if you delete the files in the $INFORMIXDIR/g1s/cv9 directory,
except for the following files, you end up with an Informix install footprint of
only 57 MB:

03330352.cvo
03520333.cvo
04e40333.cvo
033304e4.cvo
035204e4.cvo
04e40352.cvo

YVVYyVYVYYVYY

To achieve an even smaller Informix install footprint (for example, smaller than 40
MB) see the following section for tips based on a real example.

3.5.2 Extremely small footprint Informix instance
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In this section, we create an extremely small footprint Informix Version 11.70
installation that is capable of maintaining the Informix stores demonstration
database in less than 55 MB. The focus is on the Informix installation footprint, as
well as on creating a working, minimalist Informix instance.

Attention: The following Informix customizations are for demonstration and
educational purposes only and will create an Informix installation that is not
supported by IBM Informix Technical Support.

To start this exercise, create a new Custom Informix Version 11.70 installation
with all the install options cleared, except for the base server and the
“Demonstration database scripts” plus the “West European and Americas” GLS
option. You should end up with an initial installation footprint of about 237 MB.
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Perform the procedures in the following sections to create a small working
Informix instance installation.

Phase 1: Creating a small footprint Informix installation
Perform the following steps to create a small footprint Informix installation:

1. After the initial Informix installation, perform steps 1 and 2 from 3.5.1,
“Minimizing the Informix installation footprint” on page 51 to start the first
cleanup steps.

2. Following step 3 of 3.5.1, “Minimizing the Informix installation footprint” on
page 51, delete the following files from the $INFORMIXDIR/bin folder:

— finderr

- rofferr

— chkenv

— GenMacKey

— ibmifmx_security.sh,
— hdrmkpri.sh

— hdrmksec.sh

— crtcmap

— blademgr

— oncheck

— ontape

— onparams

— onspaces

— onrestorept

— onclean

— genoncfg

— ifxdeploy

— ifxdeployassist
— ifxclone

— ifxbkpcloud.jar
— dbaccessdemo?

— dbaccessdemo9
— dbaccessdemo_ud

You can run the sudo strip $INFORMIXDIR/bin/* command to remove the
attached symbols from the executable files.
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3. Clean up the $INFORMIXDIR/g1s folder by deleting all of the files in the
$INFORMIXDIR/g1s/cv9 sub-folder, except for the following files:

— 03330352.cvo
— 03520333.cvo
— 04e40333.cvo
— 033304e4.cvo
— 035204e4.cvo
— 04e40352.cvo

You can also delete the following GLS folders:

— $INFORMIXDIR/gls/1cll/da_dk
— $INFORMIXDIR/gls/1cll/de_at
— $INFORMIXDIR/g1s/1cll/de_ch
— $INFORMIXDIR/g1s/1cll/de_de
— $INFORMIXDIR/gls/1cll/en_au
— $INFORMIXDIR/g1s/1cll/en _gb
— $INFORMIXDIR/g1s/1cll/es_es
— $INFORMIXDIR/g1s/1cll/fi_fi
— $INFORMIXDIR/gl1s/1cll/fr_be
— $INFORMIXDIR/g1s/1cll/fr_ca
— $INFORMIXDIR/gl1s/1cl1/fr_ch
— $INFORMIXDIR/g1s/1cll/fr_fr
— $INFORMIXDIR/g1s/1cll/is_is
— $INFORMIXDIR/gls/1cll/it_it
— $INFORMIXDIR/g1s/1cl1/n1_be
— $INFORMIXDIR/g1s/1c11/n1_nl
— $INFORMIXDIR/g1s/1cll/no_no
— $INFORMIXDIR/g1s/1c11/pl_p]
— $INFORMIXDIR/g1s/1c1l/pt_br
— $INFORMIXDIR/g1s/1cll/pt_pt
— $INFORMIXDIR/g1s/1cll/sv_se

Footprint size check: The installation footprint is now about 56 MB.

4. Delete the following files and folders, because there are no use for Unicode
character sets and support:

$INFORMIXDIR/gls/etc/icudt341.dat
$INFORMIXDIR/g1s/d11
$INFORMIXDIR/g1s/cm3/e005.cmo
$INFORMIXDIR/g1s/cm3/e01c.cmo
$INFORMIXDIR/g1s/cm3/e030.cmo

Footprint size check: The installation footprint is now about 31 MB.
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(Optional) Clean up the $ INFORMIXDIR/etc directory. The footprint gain will not
be significant. Delete the following files:

$INFORMIXDIR/etc/brand
$INFORMIXDIR/etc/IIFfiles*
$INFORMIXDIR/etc/Glsfiles*
$INFORMIXDIR/etc/*.png
$INFORMIXDIR/etc/ids_master_doc.xm]

Note: The $INFORMIXDIR/etc/ids_master doc.xml is required by the
ifxdeployassist utility. If you plan to keep that utility in your installation, you
have to keep that file too.

Footprint size check: The installation footprint is now about 29 MB.

Phase 2: Creating a small footprint Informix instance and
database

In this phase, you create and initialize an extremely small footprint Informix
instance. The task is to create a one chunk/one dbspace Informix instance that

can maintain a stores demo database. Perform the following steps to create a

small footprint IBM Informix instance and database:

1.

Create a new $ONCONFIG file, (for example, named onconfig.informix_small)
and set some of the key config variables as follows (assuming that the
SINFORMIXDIR variable has been set to /opt/IBM/informixSmall):

PHYSFILE: 200

LOGFILES: 14

LOGSIZE: 200

LTXHWM: 98

LTXEHWM: 99

ROOTPATH: /opt/IBM/informixSmall/demo/server/online_root
MSGPATH: /opt/IBM/informixSmall/demo/server/online.log
ALARMPROGRAM: /opt/IBM/informixSmall/etc/alarmprogram.sh
SYSALARMPROGRAM: /opt/IBM/informixSmall/etc/evidence.sh
DUMPDIR: /opt/IBM/informixSmall/tmp

TAPEDEV: /dev/null

LTAPEDEV: /dev/null

DBSERVERNAME: informix_small

SERVERNUM: 1

ROOTSIZE: 24000

VPCLASS: cpu,num=1,no0age
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— BUFFERPOOL
size=2K
buffers=1000
Trus=8
Tru_min_dirty=50.000000
Tru_max_dirty=60.000000
— BTSCANNER
+ num=1
thresho1d=5000
rangesize=-1
alice=6
compression=default

2. Create a new $INFORMIXDIR/etc/sqlhosts file with at least the following
entry:

informix_small onsoctcp localhost 9088
3. Create an empty ROOTDBSPACE chunk:

touch $INFORMIXDIR/demo/server/online_root
chmod 660 $INFORMIXDIR/demo/server/online_root

4. Open a terminal window (as informix user) and set the following environment
variables (Linux/UNIX):

— export INFORMIXDIR=/opt/IBM/informixSmall
— export INFORMIXSERVER=informix_small

— export ONCONFIG=onconfig.informix_small
— export PATH=$INFORMIXDIR/bin:$PATH

— export TERMCAP=$INFORMIXDIR/etc/termcap

You can initialize the new Informix instance by running the following
command:

oninit -i

For the verbose version, you can use the following command:

oninit -iv

Monitor the initialization phase by running the onstat -m command, which
displays the content of the Informix message log file. When you see the

message 'sysadmin' database built successfully in the message log file,
the initialization phase is finished.

5. Create the Informix stores demo database with logging by running the
following command:

dbaccessdemo -1log
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6. Adjust the two logical log high water mark-related parameters in the
SONCONFIG file to your desired values. They were increased earlier in the
process to allow the creation of the system databases and the stores demo
database.

LTXHWM 60
LTXEHWM 70

7. Restart Informix by using the following command sequence (as informix
user):

onmode -ky
oninit

Footprint size check: If you have followed all the steps in Phase 1 and
Phase 2, the footprint of the Informix installation should be about 54 MB,
which includes the Informix binaries and a working Informix demo instance.

Phase 3 (optional): Reducing the Informix memory footprint

You now have a small running Informix instance with a live demo database that
has been optimized for disk footprint.

Memory parameters can be tuned by modifying the related entries in the
SONCONFIG file. Those adjustments are dependent on your application
requirements. For the demo Informix instance, you can reduce the number of
pages in the buffer pool to 100, the initial number of locks to 2000 (minimum
value), and the initial virtual shared memory segment to 8192 KB (or less).

Completing these processes yields an extremely small footprint sample Informix
instance.

Tip 1: If you need to keep the Informix instance memory usage below a
certain limit, you should set the SHMTOTAL variable in the $ONCONFIG file. In
such a case, you might want to avoid to use parallel SQL (PDQ) queries
extensively, because they require additional memory resources. Also,
consider setting the VP_MEMORY_CACHE_KB config variable to 0 (zero).
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Tip 2: Informix Version 11.70.xC2 (and also Informix Version 11.50.xC8)
introduces a new feature, called the Low Memory Manager (LMM). Through a
set of SQL adminstration API functions, you can enable the Informix server to
automatically throttle the shared memory usage to stay within a given
SHMTOTAL shared memory limit. The LMM might decide to, for example, Kkill
certain idle user sessions to free up memory for other sessions that might
need memory more urgently. The goal of the LMM is to avoid any kind of error
messages associated with low memory situations in Informix.
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Installation strategies

In this chapter, we identify and discuss different methods of installing the IBM
Informix product in preparation for mass redeployment or embedding. The
chapter highlights the Informix packaging and covers situations for which each
installation method is best suited. We then discuss requirements and usage
examples for each method.

The Informix product bundle can be installed interactively or silently. Interactive
installations can be done either in graphical mode or console mode. Graphical
mode installation requires that you have your environment configured to support
a graphical display (this is supported by default on Windows). Silent mode
installation is an unattended installation in which installation inputs are provided
from a response file.

In addition to the standard installation approaches for Informix, there might be
additional procedures, for example, doing a simple file and folder copy of a
template installation, using the deployment utility for the database server or the
new Informix product bundle installation packages for the Ubuntu Linux
distribution.

Informix product currently supports Mac OS X Server 10.5.2 and later. While the
process of installation and uninstallation is similar across all UNIX-based
platforms, Mac OS has minor differences that introduce specificity in how the
installer and uninstaller is launched. We also describe how to achieve an
extremely low footprint Informix database server installation that goes far beyond
the standard Informix product installer and Deployment Wizard capabilities.
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4.1 Informix installation considerations

As of the release of IBM Informix Version 11.70, the product installer comes as a
single monolithic binary with the capability to install the products in the Informix
product bundle and the flexibility to select which products to install and the
desired installation customization. While stand-alone installers are available for
individual client products, the database server is installable only through the
single monolithic binary. There are a number of methods for installing the
Informix product, each having its own set of considerations. The method chosen
depends on usage requirements. In this section, we discuss a number of the
installation methods and their considerations.

4.1.1 Technical installation requirements
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The Informix installer provides flexibility when it comes to product installation
choices, which can be made based on requirement and preferred configuration.
The installer has a unified interface that provides consistency in panels and
prompts across all platforms. There is little to no difference between the interface
for the Informix installer from one platform to another. Due to the nature of the
installation application, and the size and packaging of the Informix product
bundle, there are certain installation requirements that must be met to effect the
installation process.

Due to several administrative tasks and checks performed by the installation
application, you must log in as an administrative user to run the installer and
uninstaller on Windows operating systems and as the root user on UNIX-based
operating systems.

Disk space requirements

A typical installation of the Informix Software Bundle requires approximately

1 GB of disk space. The process inherently includes the installation of the
Informix database server, Informix Client Software Development Kit (Client
SDK), and Informix JDBC components. For an installation that has only Client
SDK selected or only Informix Connection selected, the disk space required can
vary between 125 MB and 180 MB, depending on the system and the chosen
setup. By default, the typical installation creates a server instance. The disk
space required for the instance can be observed at the installation summary
along with the installation disk space requirement.

Embedding IBM Informix



Memory requirements

Informix requires that your system has 512 MB of memory for acceptable running
performance. The stated memory requirement does not account for the possible
usage of other applications already on your system. If you have other
applications running on your system, you have to account for system memory
accordingly.

Modifying the temporary extraction location

The Informix installer is a Java-based application that gives you the flexibility to
configure an Informix deployment. As a Java-based application, the installer
places certain resource demands on the system it is running. As part of the
installation process, the installation application extracts the file resources it
needs to perform the installation in a temporary directory. This situation
contributes to the space requirement for the installation application. Even though
the content extracted in the temporary directory will be removed by the
installation application after installation, it is important to ensure that there is
enough space in the temporary directory so that the installation application can
perform the required extraction in preparation for the installation. By default, the
temporary location is /tmp on UNIX-based operating systems. On Windows, the
default temporary location is the value of the TMP environment variable. You can
modify the temporary extraction location of the installation by modifying the value
of the TMP environment variable on Windows operating systems. To achieve the
same on UNIX-based operating systems, set the IATEMPDIR environment
variable to an existing directory where you want the temporary extracted files to
be placed.

Before starting the installation, be sure that you have the correct Informix media
for the operating system on which you want to install the product. See the
following website for a complete list of platforms on which the product is certified:

http://www.ibm.com/software/data/informix/ids/requirements.html

Throughout this chapter, you learn how to customize the footprint requirements
down to a low level, which can be suitable for deep embedding of Informix in
applications that only need specific and well-defined functionality.

4.1.2 A note about Mac OS X

Kernel parameters on Mac OS X can be modified to control system resource
usage. The kernel parameter settings are maintained in the /etc/sysct1.conf
file and can only be modified by the root user. Informix requires certain minimum
settings on Mac OS X in order for the server to start and function appropriately.
During installation, the necessary kernel parameters in etc/sysctl.con are
checked and modified if necessary.
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The parameters are as follows:

kern.sysv.shmmax=2046511104
kern.sysv.shmmin=1
kern.sysv.shmmni=512
kern.sysv.shmseg=512
kern.sysv.shmal1=1073741824
kern.sysv.semume=10
kern.sysv.semms1=87381
kern.sysv.semmnu=87381
kern.sysv.semmns=87381
kern.sysv.semmni=87381
kern.maxfiles=8413608
kern.maxfilesperproc=40000
kern.maxvnodes=150000
net.inet.tcp.sendspace=524288
net.inet.tcp.recvspace=524288

The values of these parameters reflect the minimum settings. Lowering these
values further may cause the database server initialization failure.

For more information about kernel parameters settings, go to the following
website:

http://publib.boulder.ibm.com/infocenter/idshelp/v117/topic/com.ibm.relnotes.do
c/notes/ifx_1170xc1l/mach/ids_machine_notes_11.70.macosx64.html

4.2 Interactive installations
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An interactive Informix installation can be a good choice in a scenario where you
need to install and deploy only a few Informix instances to fulfill your
requirements. Another usage scenario is where you need to configure a first-time
installation of Informix on a system in readiness for redeployment. For large scale
installations or deployments, installation modes such as silent installation or
other nonstandard installations might be preferred.
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4.2.1 Interactive installation methods

Interactive installation provides a prompt-and-response mechanism for providing
inputs to the installer. The following installation methods are available for
Informix and its client product components:

» Bundle installer

The ids_install command launches a user interface that can be used to
install the Informix software bundle. You can choose to install one or more
products that are part of the bundle. If you prefer, you can run the installation
command in silent mode. For a simple and easy approach, the default
configuration file for silent installation (included with the installation media)
can be used.

Upon launching the command, you are presented with a Getting Started
panel that provides quick links to the Release Notes, the Installation Guide,
and the Information Center.

» Stand-alone installers

Stand-alone installers are available only for Client SDK and Informix Connect.
The installclientsdk and installconnect commands start installation
applications that can be used to install and configure individual client
products. You can run these commands in silent mode. The default
configuration file for silent installation that is included with the installation
media can be used. If preferred, the installation configuration can be recorded
in a new response file. This response file can be used with the same
installation application at a later time for silent installations. See 4.3, “Silent
installation” on page 76 for more details.

Note: The bundle installer and client installation applications for UNIX and
Linux start in console mode by default unless you specify that they are to
be started in GUI mode.

4.2.2 Typical and custom installation options

As mentioned earlier, configuration options and selections made are based on
requirements. The installer provides several customizable options to realize a
wide range of preferences. Depending on your experience and understanding of
Informix configuration, you can choose either a typical or custom installation
setup:

» Typical installation

A typical installation requires minimal inputs from the user. It uses defaults
and an auto-configuration mechanism to provide inputs to the installer.
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By default, it also creates a working database server instance during
installation. In terms of features and components, the typical setup uses the
most disk space, but is the recommended installation for most database
servers. Note that custom setup can ultimately use more disk space
depending on the database server instance configuration. The typical setup
installs the database server, all associated feature sets (components), and its
associated client products. Some Informix products see this type of
installation as a complete installation.

» Custom installation

A custom installation gives the flexibility to select what is installed on the
system. A custom Informix installation lets you choose which features are
installed. However, some features are mutually dependent and must be
installed with one another. Correspondingly, others are mutually exclusive.
The installation application manages these dependencies. The Deployment
Wizard relies on the custom setup to configure an installation that contains
only what the application or deployment requires.

The custom installation option in combination with the deployment Wizard
should be of interest for embedded or even deeply embedded Informix
applications

After installation, additional features can be installed, and features can be
reinstalled or removed without changing anything else in the base server. Which
setup type is selected depends on the system architecture, your technical
expertise, and the needs of the implementation.

4.2.3 GUI or console mode installation

68

Either the bundle installer command or individual stand-alone installers provides
you with the choice to use the GUI installer or the console installation mode. The
console mode can be helpful if GUI support is not available for the installation (for
example, while using a remote login through a telnet or rsh session to the system
on which the Informix products should be installed).

The GUI mode is the default mode on Windows, while the console mode is the
default on UNIX or Linux. Console mode installation is not supported on
Windows operating system.

Tip: If you are new to Informix products and have never performed an Informix
installation before, we suggest using the installer in GUI mode to get familiar
with the installation options and customization possibilities.
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To opt for GUI mode installation, use the -i gui option, as shown in the following
example:

ids_install -i gui

Alternatively, on Mac OS and Windows operating systems, you can invoke the
graphical installer by double-clicking the ids_install.app icon and
ids_install.exe, respectively. Because the default installer interface is
graphical on these operating systems, the installer will be invoked as such.

Note: Console mode installation is not supported on Windows

Either the GUI installation mode or the console installation mode can be used to
record the installation options for later usage in a silent installation (also known
as an unattended installation).

The next section focuses on the custom installation option in combination with
the Informix Deployment Wizard. This provides the freedom of choice about how
much Informix functionality is provided to users in direct relationship to the
required installation footprint.

4.2.4 Custom installations and the Deployment Wizard

One of the key capabilities of the Informix installer, either in GUI or console
mode, is its support for an easy customization of the Informix installation options
and components. The custom installation allow users to fine-tune the installation
options, database user creation/role settings, and instance configuration.
Features and products selection can be configured through the Deployment
Wizard feature, which Independent Software Vendors (ISVs), for example, can
use to adjust the Informix install footprint based on the functional requirements of
their applications.
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Figure 4-1 shows the Deployment Wizard start window.
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Figure 4-1 Installation option to activate the Deployment Wizard

The installation footprint of Informix (just the server, without the Client SDK) can
vary from about 279 MB for a complete installation to about 89 MB (measured on
32-bit Linux/Intel) by only using the provided installation options of the standard

Select the installation type.
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Create server instance
& Custom

Install the database server with specific features and
software that you need.
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Informix Deployment Wizard.
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The Deployment Wizard is used during the installation process as soon as the
custom installation option is selected. The Deployment Wizard segments the
Informix installation into the Informix products, their feature groups, and
sub-groups that can be selected or cleared for the installation process. These are
shown in Figure 4-2 and Figure 4-3. Each feature has an associated description
that is displayed when the feature is selected or highlighted.

/ Owerview Install Set |Default v|
+/ Installation location A|
P Installation features B
[ Security -DIBM Informix Connect
[ Instance configuration W
. y [+ [#]Global Language Suppart {GLS)
[= Installation summary
[= Installing... =
[ Postinstallation steps < 8
= Installation Complete — Description

Feature sets for the Informix database server

Figure 4-2 Informix product selection using the Deployment Wizard during a custom
installation

/ Owerview Install Set |Default v]
M nstalaloniieton (= [=]16M Infarmix database server ]
» Installation features et =|
[> Security tensions and tools i
. : emonstration database scripts
[= Instance configuration i e
! Enterprise Replication
[ Installation surmary Cluster utility
[= Installing... Data loading utilities
=W A E, il

[ Postinstallation steps &| 3
= Installation Complete — Description

The Informix database server without optional extensions, libraries,

or utilities

Figure 4-3 Informix feature groups using Deployment Wizard during a custom installation
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Available components

To gain a better understanding of the packaging and composition of Informix, we
look at the available components and the functionality they provide:

» Base server

The base server refers to the core database server for basic DBA operations
without optional extensions, libraries, or utilities.

The base server no longer contains the XML publishing feature. It must be
included in your Deployment Wizard selection if you want to install it. It is
found under the Extensions and tools component.

Support for the Distributed Relational Database Architecture™ (DRDA)
protocol is included in the Base Server. To use the DRDA support
functionality with IBM Data Server .NET Provider or IBM Data Server JDBC
Driver, you must obtain and install the .NET Provider or JDBC Driver
separately.

» Extensions and tools

Database administration tools and programming extensions, such as the
following components:

— J/Foundation

This component is used for writing user-defined routines in the Java
programming language.

— Database extensions

These components are used for providing large object location
management, MQ transaction support, binary user-defined types, the
hierarchical node data type, basic text search, and Web Feature Services
for geospatial data.

— Conversion and reversion Support

This component is the framework required for migrating to and from other
versions of the database server.

— XML publishing

This component is the set of functions that enable publishing SQL query
results in XML format and for extracting elements and values from XML
documents.

» Demonstration database scripts

This component contains programs to create demonstration databases
included with Informix. It is used for demonstration and leaning purposes.
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» Enterprise Replication

This component is used for replicating transactions and changes between
Informix database servers.

» Cluster utility (Windows only)

This component is used to provide Microsoft Cluster Server support in
Informix.

» Data-loading utilities

These components are for efficient loading and unloading of data in certain
configurations:

— onunload and onload utilities

These utilities are for moving data quickly from one operating system or
database server to another without changing the database schema.

e onunload

Use the onunload utility to unload data from the specified database or
table onto a tape or a file on disk in disk-page-sized units.

e onload

Use the onload utility to re-create the database or the table from the
tape or file that was created by the onunload utility.

— dbload utility

This utility is for loading data into databases or tables that IBM Informix
products created. Use the dbload utility to transfer data from one or more
text files into one or more existing tables.

— High-performance loader (HPL)

This component is for loading or unloading large quantities of data
efficiently to or from a database. Use HPL to exchange data with tapes,
data files, and programs, and convert data from these sources into a
format compatible with Informix databases. Use HPL to manipulate and
filter the data as you perform load and unload operations.

» Backup and restore

The backup and restore components are the feature utilities for backing up
and restoring database server data, such as the following components:

— archecker utility

This component is used for verifying backups and restoring portions of a
database, table, portion of a table, or set of tables. Backups created by
ontape and onbar can be restored using the archecker utility.
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— onbar utilities

Onbar is an editable shell script that starts the onbar-driver. Use the onbar
script, and its related commands, to customize backup and restore
operations and check the storage-manager version.

— Informix Storage Manager

This component is for managing external storage devices and media that
contain backups.

— Informix Interface for IBM Tivoli® Storage Manager

This component is for implementing XBSA functions that use Tivoli
Storage Manager with onbar.

» Administrative utilities

Additional administrative feature sets are as follows. These features contain
utilities that provide supplementary administrative functionality within
Informix.

— Performance monitoring utilities
There are two performance monitoring utilities:
e ON-Monitor

Use the ON-Monitor utility to monitor the disk spaces and data of the
database server.

e onperf

Use the onperf utility as a graphical monitoring tool to track most of the
metrics that the onstat utility provides but with more options for viewing
and saving data.

— Miscellaneous monitoring utilities
There are two utilities in this category:
* onlog utility
This utility is for displaying the logical log.
e onsnmp utility
This utility is for managing the database server with SNMP.
— Auditing utilities
There are two auditing utilities:
e onaudit
* onshowaudit

Use these utilities for administering audit masks, trails, and other auditing
information about the database server.
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— Database import and export utilities

Use the database import and export utilities for unloading a database into
text files, creating and populating a database from those text files, or
unloading a database schema into a text file.

» Global Language Support (GLS)

The global language support components are the feature files that support
languages, cultural conventions, and code sets. While GLS can be installed
as a stand-alone component, it is required for the operation of Informix
database server, Client SDK, and Informix Connect. This dependency is
enforced in the installer.

— West European and Americas

Danish, Dutch, English, Finnish, French, German, Icelandic, ltalian,
Norwegian, Portuguese, Spanish, and Swedish locales

— East European and Cyrillic
Czech, Polish, Russian, and Slovak locales
— Chinese
Traditional Chinese and simplified Chinese locales
— Korean
— Japanese
— Thai

Table 4-1 lists the actual footprint requirements for these Informix database
server components.

Table 4-1 Installation footprint requirements

Informix component/feature Installation
footprint
(Linux/Intel 32-bit)

Base server 120 MB

Extensions and tools and J/Foundation 70 MB

Extensions and tools/Built-in DataBlade modules 21 MB

Extensions and tools/Conversion and reversion support 5MB

Extensions and tools/XML publishing 23 MB

Demonstration database scripts 1 MB

Enterprise Replication 2 MB

Chapter 4. Installation strategies 75



Informix component/feature Installation
footprint
(Linux/Intel 32-bit)
Data-loading utilities/onunload and onload utilities 2 MB
Data-loading utilities/dbload utility 1 MB
Data-loading utilities/High-performance loader 8 MB
Backup and restore/Informix Interface for Tivoli Storage <100 KB
Manager
Backup and restore/Informix Storage Manager 30 MB
Backup and restore/archecker utility 2 MB
Administrative utilities/Performance monitoring utilities 9 MB
Administrative utilities/Miscellaneous monitoring utilities 5MB
Administrative utilities/Auditing utilities 2MB
Administrative utilities/Database import and export utilities GLS | 5 MB
(all sub-components)
Global Language Support (GLS) 5 MB

4.3 Silent installation

Installing Informix in silent mode means you can “set it and forget it.” As long as
all the required information is supplied in the response file, the installer uses the
response file as the source of input. This input takes the place of the information
supplied in the graphical or console interface. The response file inputs are
acquired by running an installation and recording it.

Note: While individual product installers are available for Informix client
products, ids_install is the only available means of invoking the database
server installer. All installation operations pertaining to the database server
can only be performed using this executable file.
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4.3.1 Recording a response file

A response file is needed as an input source when running the Informix
installer/uninstaller application in silent mode. Recording a response file requires
launching the installer or uninstaller from the command line in graphical or
console (interactive) mode and using the -r option with the location of the
response file to be created. Supply inputs to the panels or console prompts and
they will be recorded in the response file supplied on the command line. See the
following command as an example:

ids_install -i gui -r /tmp/install.properties

As ids_install is the only available means to invoke installation of the database
server, recording the response file has to be done using ids_install.

You can also invoke the installer with the absolute path to the installation
application if you want to run it from a specific directory, as shown in the following
example:

media_location/ids_install -i gui -r /tmp/install.properties

These commands launch the installer in graphical mode, as indicated by -i gui,
and create the response file in /tmp/install.properties. To record a console
mode installation (not supported on Windows), use -i console instead of -i gui.
See an example below:

ids_install -i console -r /tmp/install.properties

For a response to be created, the installation process must be run to completion.
That is, if the installation is terminated prematurely, a response file will not be
created.

As discussed up to this point, you can record a response file that you can use for
subsequent silent installations. However, the uninstaller, while it facilitates silent
uninstallation, does not record a response file. Later in this chapter, we discuss
the uninstallation procedure, talk about the suite uninstaller (similar to the single
monolithic executable available for installation), and discuss how it differs from
individual product uninstallers.

4.3.2 Performing a silent installation

After a response file has been created, it can be used to install Informix across
different machines. With a response file specified, the installer uses it as the
input source during installation. To perform a silent installation, launch the
Informix installation application in silent mode using the -i silent command-line
option.
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In addition to -i silent, the absolute path of the response file can be passed using
the -f command-line option. The example below illustrates the silent installation:

ids_install -i silent

This command launches the Informix installer in silent (unattended) mode. As
you can see, the command does not specify a response file to be used for silent
installation. The installation is performed with predefined default input values.
Because a license agreement is not accepted by default in the installer, if you are
to invoke the installer in silent mode without a response file, you need a
mechanism to accept the license agreement. In addition, the default
configuration of Informix installer is to create or confirm the presence of the
informix user on the system. For silent installation without a response file, the
following is a more functional, more complete sample command:

ids_install -i silent -DLICENSE_ACCEPTED=TRUE -DUSER_INSTALL_DIR=/tmp/install
-DIAD_PASSWORD=password

In this example, a license agreement is accepted by specifying
-DLICENSE_ACCEPTED=TRUE on the command line. The default installation
directory is the value of the INFORMIXDIR environment variable. If
INFORMIXDIR is not set in the environment, the product will be installed in
/opt/IBM/informix. -DIAD_PASSWORD=password specifies the password that
will be used in creating the informix user. In this case, the password is password.

Note: On Windows systems, if the informix user exists on the system prior to
installation, the supplied password is used to verify the informix user'’s
password.

Silent installation can be performed with or without a response file. If a response
file is specified, the inputs and configuration values used in the installer are
picked up from the response file. A response file can be used with the installer to
install other copies of Informix on the same machine or on other machines. To
use a recorded response file, launch the installer in silent mode and use the -f
command-line option and the response file, as shown in the following command:

jds_install -i silent -f /tmp/install.properties

This command launches the installer in silent mode using the response file
located in /tmp/install.properties. Because a response file is used in the
example above, the license agreement must be accepted in the response file
and not on the command line for the installation to proceed.

While you can run the installer in silent mode without specifying a response file,
using a response file for silent installation is the more practical way of running the
installer in silent mode, because it provides the most flexibility for configuration
and customization during silent installation.
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Uninstallation

After an application is installed, you also want the capability to remove the
application files and other entries made by the application when they are no
longer needed. The uninstaller affords the same set of user interfaces available
for installation, that is, you can perform an uninstallation in graphical, console,
and silent modes, depending on the requirements and preference. Uninstaller
preferences cannot be recorded in a response file. Silent uninstallation without a
response file will use uninstaller defaults. The uninstaller executables are located
in INFORMIXIDIR/uninstall, where INFORMIXDIR is the installation location. In
this location, you will find sub-directories for each product uninstaller. The
following examples show how to run the suite uninstaller:

$INFORMIXDIR/uninstall/uninstall_ids/uninstallids -i silent

The command above executes the uninstaller in silent mode, as indicated by -i
silent. For the other user interface, replace -i silent with the respective
command-line arguments, that is, use -i gui for graphical uninstallation and -i
console for console uninstallation.

The example above shows uninstallation using the product bundle uninstaller
(also known as the product suite uninstaller). The suite uninstaller removes all
Informix products installed in a directory. The installer also deploys stand-alone
uninstallers that can be used to uninstall individual products. This function can be
useful if you want to uninstall one Informix product without affecting other
Informix products in the same directory. For example, you can launch the
database server stand-alone uninstaller in silent mode as follows:

$INFORMIXDIR/uninstall/uninstall_server/uninstallserver -i silent

In place of -i silent, use -i gui for graphical mode uninstallation and -i console
(UNIX only) for console mode uninstallation.

On Windows operating systems, the database server uninstaller can also be
launched interactively from the Windows Start menu by selecting Start — All
Programs — IBM Informix — uninstallserver. The Add or Remove Programs
function in the Control Panel does not give you the capability or option to remove,
modify, or repair an installation.

Other functions

It is conceivable that you may have installed an Informix database server with a
non-exhaustive set of features and later want to add features to the existing
installation or otherwise update the installation. To accomplish this task, launch
the installation application and select the location of the installation you want to
update as the installation directory. Make sure that you select Custom as the
installation type. Then select the exhaustive set of features that you want to have
installed on the machine.
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Important: While configuring the installer for an installation update, select all
the features that you want installed, including the ones that have already been
installed. Failure to do this might result in the installer reporting a failed feature
dependency check.

A facility to repair or modify an installation is not available through the Add or
Remove Programs menu.

4.3.3 Modifying a response file

80

Because recording a response file requires performing an actual installation,
subsequent installations on the same machine (or a different machine) may
require a different configuration than the one recorded in the response file. For
example, a subsequent installation might need to access a directory that is
different from the one in the recorded response file. As straightforward as it is to
record a response file, you might not always want to record a new one every time
you need make a slight modification in an existing response file. Recording a
new response file requires re-installing Informix with preferred configuration
options and features. A fresh recording is not the most efficient use of resources,
because each installation will have a minimum footprint (about 100 MB) on the
system. The Informix media comes with a template response file that can be
modified for preferred use. The response file contains a prerecorded response of
a Custom mode installation and encapsulates all installation scenarios and
options. This means that the response file gives maximum flexibility for modifying
installation configurations and installation-based Informix configurations. We
suggest that you back up the template response file so that you have a reference
copy to which you can return.

Table 4-2 on page 81 shows the entries in a sample (default) response file. To
modify a response file, open the response file with an editor of your choice and
provide the entries you prefer the installer to use during silent installation. As an
alternative, record an interactive installation process with the desired entries to
create a customized response file. For more information, see 4.3.1, “Recording a
response file” on page 77.
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Table 4-2 Silent installation response file entries

Sample response file entry

Description

LICENSE_ACCEPTED=FALSE

This entry can be set to either TRUE or FALSE:

» TRUE: Indicates that the License agreement
has been accepted.

» FALSE: Indicates that the License
Agreement has been declined.

Set this value to TRUE if you have read and want

to accept the License Agreement.

USER_INSTALL_DIR=C:\TEMP\\
myInstallation

Informix installation directory. Note that the V' is
eclipsed when using the Windows path
separator.

CHOSEN_FEATURE_LIST=IDS,ID
S-SVR,GLS,GLS-WEURAM,GLS-
EEUR,GLS-CHN,GLS-JPN,GLS-K
OR,GLS-OTH

Short name identifiers for features and products
to be installed.

DIR_SEC_SEL_BOOLEAN_1=1
DIR_SEC_SEL_BOOLEAN_2=1
DIR_SEC_SEL_BOOLEAN_3=1

This group of properties is applied only on UNIX
operating systems. The properties control the
installation directory security options. They are
used only when the installation application is
able to detect that the installation directory does
not contain secure permissions needed for
Informix installation.

» DIR_SEC_SEL_BOOLEAN_1=1 indicates
that the installation directory will be
automatically secured by the installation
application.

» DIR_SEC_SEL_BOOLEAN_2=1 indicates
that you have opted to manually secure the
installation directory after installation.

» DIR_SEC_SEL_BOOLEAN_3=1 indicates
that you want to employ the installer options
in configuring the installation directory
security settings.

These properties are mutually exclusive.

Therefore, you should enable at most one of

them at a time.
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Sample response file entry

Description

ACTION2_USER_BOOLEAN_1=1
ACTION2_USER_BOOLEAN_2=1
ACTION2_USER_BOOLEAN_3=1

This group of properties is applied only on UNIX
operating systems. The properties should be
used only when
DIR_SEC_SEL_BOOLEAN_3=1 is enabled.
That is, if you want to configure the installation
directory security settings using the installer, use
these properties to set the user ownership of the
installation directory.

» ACTION2_USER_BOOLEAN_1=1indicates
that you want to change the owner of the
installation directory to the Informix
administrative user.

» ACTION2_USER_BOOLEAN_2=1 indicates
that you want to add the current owner of the
installation directory to the list of trusted
owners.

» ACTION2_USER_BOOLEAN_3=1 indicates
that no action is to be taken regarding the
current installation directory owner security
settings of the installation directory.

These properties are mutually exclusive.

Therefore, you should enable at most one of

them at a time.
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Sample response file entry

Description

ACTION2_GROUP_BOOLEAN_1=
LCTION2_G ROUP_BOOLEAN_2=
,1°\CTION2_G ROUP_BOOLEAN_3=
:IACTIONZ_G ROUP_BOOLEAN_4=
1

This group of properties is applied only on UNIX
operating systems. The properties should only
be used when DIR_SEC_SEL_BOOLEAN_3=1
is enabled. They are used to configure the group
security settings of the installation directory.

» ACTION2_GROUP_BOOLEAN_1=1is
used to indicate that the you want to change
the group ownership of the installation
directory to the Informix administrative
group.

» ACTION2_GROUP_BOOLEAN_2=1
indicates that you want to remove write
access to the installation directory for the
current group that owns the directory.

» ACTION2_GROUP_BOOLEAN_3=1is
used to indicate that you want to add the
current group to the list of trusted groups

» ACTION2_GROUP_BOOLEAN_4=1
indicates that no action is to be taken
regarding group ownership for the
installation directory.

These properties are mutually exclusive.

Therefore, you should enable at most one of

them at a time.

ACTION2_PERM_BOOLEAN_1=1
ACTION2_PERM_BOOLEAN_2=1
ACTION2_PERM_BOOLEAN_3=1

This group of properties is applied only on UNIX
operating systems. The properties should only
be used when DIR_SEC_SEL_BOOLEAN_3=1
is enabled. They are used to configure the world
permission for the installation directory.

» ACTION2_PERM_BOOLEAN_1=1
indicates that you want to revoke public
write permission for the installation
directory.

» ACTION2_PERM_BOOLEAN_2=1
indicates that you want to add the directory
to the list of trusted but insecure directories.

» ACTION2_PERM_BOOLEAN_3=1
indicates that no action is to be taken
regarding the world permission for the
installation directory.

As is the case for the previous directory security

configuration properties, these properties are

mutually exclusive. Therefore, you should enable
at most one of them at a time.
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Sample response file entry

Description

WINDOWS_USER_SELECT_
BOOLEAN_1=1
WINDOWS_USER_SELECT_
BOOLEAN_2=1

This group of properties is applied only on

Windows operating systems. It is used to make

the selection that determines whether Informix

server should be run using the informix user
account or the Local System account on

Windows.

» WINDOWS_USER_SELECT_BOOLEAN_1=1
indicates that you want to create the
Informix service using the Local System
account. This option requires no password.

» WINDOWS_USER_SELECT_BOOLEAN_2=1
indicates that you want to create the
Informix service using the informix user
account. This option requires that you
provide a password. The password will be
used to create the informix account, if this
account does not exist. If the user exists, the
password provided will be verified as the
correct user password.

These properties are mutually exclusive.

Therefore, you should enable at most one of

them at a time.

WINDOWS_USER_CREATE=1

If you have opted to run Informix server using the
Local System account, and you still want to
create the informix user, enable the property.
The informix user is especially needed if you
want to use the Enterprise Replication feature.

WINDOWS_USER_DOMAIN_
SELECT_BOOLEAN_1=1
WINDOWS_USER_DOMAIN_
SELECT_BOOLEAN_2=1

This group of properties is used when the
informix user is created on a computer
connected to a domain.

» WINDOWS_USER_DOMAIN_SELECT_BOO
LEAN_1=1 is used to indicate that the
informix user is created on the local
machine.

» WINDOWS_USER_DOMAIN_SELECT_BOO
LEAN_2=1 is used to indicate that the
informix user is created on the domain.

As mutually exclusive properties, enable at most

one of them at a time.

IAD_PASSWORD=<password>

If you have opted for the informix user to be
created, the value of this entry is the informix
user password.

84  Embedding IBM Informix




Sample response file entry

Description

ROLE_SEP_SEL_BOOLEAN_1=1

This property is used to enable and disable role

separation.

» Setto 1to enable role separation. If you
enable role separation, you can assign
certain database administrative tasks to
existing users and groups.

» Setto O (or leave it as commented) to
indicate that role separation is not enabled.

DBSA_GROUP=ix_dbsa

If role separation is enabled, this property
reflects the group account that is assigned
Database System Administrator role. This
response property is configurable only on
Windows operating systems. On UNIX-based
systems, this DBSA privileges belong to
members of the informix group.

DBSSO_GROUP=ix_dbsso

If role separation is enabled, this property
reflects the group account that is assigned the
Database System Security Officer role.

DBSSO_USER=DBSSO

If role separation is enabled, this property
reflects the user account that is assigned the
Database System Security Officer role. This
response property is configurable only on
Windows operating systems.

DBSSO_PASSWORD=<password>

If role separation is enabled, this property holds
the password for the Database System Security
Officer user account. This response property is
configurable only on Windows operating
systems.

AAO_GROUP=ix_aao

If role separation is enabled, this property
reflects the group account that is assigned the
Auditing Analysis Officer role.

AAO_USER=AAO

If role separation is enabled, this property
reflects the group account that is assigned the
Auditing Analysis officer role. This response
property is configurable only on Windows
operating systems.

AAO_PASSWORD=<password>

If role separation is enabled, this property holds
the password for the Auditing Analysis Officer
user account. This response property is
configurable only on Windows operating
systems.
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Sample response file entry

Description

USERS_GROUP=ix_users

If role separation is enabled, this entry holds the
group account for database users.

IDS_SERVER_INSTANCE_
BOOLEAN_1=1

This property can be setto 1 or 0.

» 1:Indicates that you want to create an
instance as part of installation.

» 0: Indicates you do not want to create an
instance as part of installation.

IDS_INFORMIXSERVER=
ol_informix1170

If you have opted to create an instance as part of
the installation, this property holds the name of
the instance that will be created.

IDS_INSTANCE_PATH=
/tmp/install/data

If you have opted to create an instance as part of
the installation, this property holds the path
where the instance data will be stored.

IDS_INIT_SERVER_BOOLEAN_1
=0

This property can be either 1 or 0.

» 1: Indicates that you want to the installer to
initialize the created instance as part of
installation

» 0: Indicates that you do not want to initialize
the created instance as part of installation.

IDS_SERVER_NUMBER=0

A unique server number identifying the server
instance. The minimum server number is 0 and
the maximum server number is 255.

IDS_TCP_ALIAS=ol_informix1170

This property holds the database service name.
The service name has an associated port
number, as indicated in the System’s services
file.

IDS_TCP_PORTNUMBER

A unique port number through which a database
connection will be established.

IDS_DRDA_BOOLEAN_1=0

This property can be setto 1 or 0.

» 1:Indicates that you want to enable DRDA
to facilitate communication between the
Informix database server and applications
across different platforms.

» 0: Indicates you do not want DRDA enabled.

IDS_DRDA_ALIAS=
dr_informix1170

This property holds the server alias if DRDA is
enabled.

IDS_DRDA_PORTNUMBER=9089

A unique port number through which a DRDA
connection to the database server will be
established.
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The response file for repairing, modifying, or uninstalling Informix can also be
modified to reflect desired inputs.

Use the # (pound symbol) to precede a comment in the response file. If any of
the response file entries are removed or deactivated (by commenting them out),
the default installer value will be used. For example, if

USER_INSTALL DIR=<install_dir>is removed from the response file, the default
installation location will be used. In the case of USER_INSTALL DIR, the value of
the INFORMIXDIR environment variable is used. If the INFORMIXDIR
environment variable is not set, the default installation location is
/opt/IBM/informix (on UNIX) or C:\Program Files\IBM\Informix\11.70 (on
Windows).

For users embedding Informix, an approach to getting Informix installed in the
preferred location, if using the installation application, is to set the INFORMIXDIR
environment variable in the application launching the installer and making sure
that the response file entry for the USER_INSTALL_DIR is deactivated (by
commenting it out) or removed. Setting the INFORMIXDIR environment variable
in the application launching the Informix installer ensures that the installation
application (launched as a sub-process to the application) will inherit its
environment and consequently inherit the value of INFORMIXDIR.

4.3.4 Installing multiple copies of Informix

Imagine a situation where you require several Informix configurations for your
deployment needs. Say you are embedding Informix in an application, but
different groups of clients need different Informix configurations. In such
situations, you might want to install multiple copies of the Informix database
server with different configurations on your template machine. With an existing
installation on the machine, select a different installation directory for the
subsequent installation. If running in silent mode, prior to running the installer,
ensure that you pick unique values for Server Name, Server Number, and
Rootpath in the response file. These values must not have been used by another
installation. If running the installer in interactive mode, you will be prompted for
values that require uniqueness. On Windows operating systems, Start menu
entries created for a subsequent installation will be tagged with an installation
number to identify the installation.
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4.4 Client applications

Developers using the Informix product suite are provided with the client
connectivity applications that allow them to connect to and use any of the APls to
write applications for Informix. The connectivity applications bundled with
Informix are as follows:

» Informix Client SDK
» Informix Connect
» Informix JDBC DriverC

4.4.1 Client SDK and Informix Connect
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The Client SDK contains APIs that allow programming for Informix using C and
ESQL, and runtime libraries for the APIs. In addition, Client SDK and Informix
Connect provide the APIs and drivers to create C-based applications and
develop (with Client SDK) or deploy (with Informix Connect) applications based
on the following languages and APIs:

Native (CLI)

ESQL/C

ODBC

OLEDB

NET

Object interface for C++
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Therefore, with the Client SDK, you are equipped to develop and run your
applications for Informix. With an application already developed for Informix, you
can use Informix Connect to run the application. Informix Connect contains
runtime libraries for Informix applications developed using Client SDK APIs. In
essence, Informix Connect is a subset of Client SDK. Each example in this
section is presented for either Client SDK or Informix Connect, because the
installation and uninstallation methods are similar for both products.

Note: The installation principle is similar for Client SDK and Informix Connect.
Therefore, installation examples in this section are presented for one of them
and not both.

Recording a response file for client applications

In addition to being part of the product suite installable media, Client SDK and
Informix Connect can be installed using stand-alone installable media. They both
allow users to generate a response file from an interactive installation. The
response file can later be used for a non-interactive (silent) installation.

Embedding IBM Informix



The mechanism for response file generation is similar to that of the database
server. The example below shows how you would record a response file:

installclientsdk -i gui -r /tmp/csdk_install.properties

In the example above, the responses of the csdk installation will be recorded in a
response file named /tmp/csdk_install.properties. The example shows the
Client SDK installation being launched in graphical mode. To record a response
file, the installation needs to be in interactive mode so that inputs provided during
installation can be captured in the response file. Therefore, the example above
could also have been presented with a Client SDK installation launched in
console mode (UNIX only).

Silent installation of Client SDK and Informix Connect

Client SDK and Informix Connect support silent installation with and without a
response file. Doing the installation without a response file means that you can
perform silent installation of the product without having to interactively install an
Informix database server or the individual client products. To perform silent
installation, the convention is similar to that of the product suite installer. The
Client SDK installer executable is called installclientsdk, and the Informix
Connect installer executable is called installconnect. For the sake of simplicity,
we use only the Client SDK installer executable in the provided examples. The
same installation principles apply to the installation of Informix Connect. See the
example below for an example of a silent installation of Client SDK:

installclientsdk -i silent -DLICENSE_ACCEPTED=TRUE
-DUSER_INSTALL_DIR=/tmp/install

The Client SDK installer is launched to install Client SDK in silent mode, which is
indicated by -i silent, into /tmp/install. The installation is performed with the
license agreement accepted. If the installation is launched without using a
response file, it is important that the license agreement be accepted on the
command line, as shown in the example above.

We previously talked about recording a response that can be used for the
installation of Client SDK and Informix Connect. You can perform silent
installation of Client SDK using the recorded response file. The responses
captured in the response will be used during the silent installation:

installclientsdk -i silent -f /tmp/csdk_install.properties

The example above shows the silent installation of Client SDK using the
response file named /tmp/csdk_install.properties.
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Silent uninstallation of Client SDK and Informix Connect

An installation of Client SDK and Informix Connect places an uninstallation
directory in the installation directory. The uninstallation directory contains
subdirectories for the Informix products installed in that installation directory. To
uninstall Client SDK in silent mode, from the installation directory, run the
following command:

uninstall/uninstall_clientsdk/uninstallclientsdk -i silent

All features of Client SDK will be uninstalled. For Informix Connect, the
uninstallation directory name will be uninstall_connect.

4.4.2 IBM Informix Java Database Connectivity Driver
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The IBM Informix Java Database Connectivity (JDBC) Driver facilitates client
connection to Informix in a Java environment. Applications developed in Java
can use the JDBC Driver to connect to Informix, and retrieve, query, and update
(if permitted) data in an Informix database. The JDBC Driver also facilitates
writing User Defined Routines (UDRs) for the database. The JDBC Driver meets
Javasoft JDBC specifications, Java data types, and Informix data type
compatibility. JDBC is available and can be installed using the product suite
installer media. JDBC is also available using a stand-alone installer. Installing
JDBC using its stand-alone installer requires Java Runtime Version 1.6 or later.

Silent installation of IBM Informix JDBC Driver

Informix JDBC Driver silent installation is facilitated both through the suite
installer and also through its stand-alone installer. In 4.3.1, “Recording a
response file” on page 77 and 4.3.2, “Performing a silent installation” on page 77,
we discussed creating a response file and installing it using a response file.
Those sections addressed the use of the product suite installer. In this section,
we focus on the installation of the Informix JDBC Driver using its stand-alone
installer.

The stand-alone Informix JDBC Driver installable media contains a setup.jar
file, which is the executable jar file needed for installation. To launch the installer,
run the following command:

java -jar setup.jar -i silent -DUSER INSTALL DIR=/tmp/install
This command launches the JDBC Driver installer in silent mode and installs in

/tmp/install. If the installation location is not set on the command line, JDBC
Driver will be installed in the default location.
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Silent uninstallation of IBM Informix JDBC Driver

After the Informix JDBC Driver has been installed, the uninstallation directory,
created in the installation directory during installation, will contain the
uninstallation executable jar for uninstallation. The uninstallation jar executable
file is named uninstaller.jar and can be used to launch an uninstallation in
silent mode. If Informix JDBC Driver was installed using the product suite
installer, an executable uninstallation file named uninstalljdbc will be created in
addition to the executable jar. To uninstall Informix JDBC Driver, you can use
either the executable jar file or the executable file. The example below shows
how to run the Informix JDBC Driver uninstaller in silent mode using the
executable file:

uninstalljdbc -i silent

As mentioned earlier, the uninstalljdbc executable will be available only if
Informix JDBC Driver was installed using the product suite installer. The product
suite installer installs Java, which can be used for uninstallation later. The
executable file is created, which can be called directly without Java being present
on the system. The stand-alone Informix JDBC Driver installer does not install
Java on the system. Because the uninstaller requires Java to function, ensure
that you have a JRE 1.6 or later on your system. To uninstall in this scenario, run
the following command:

java -jar uninstall/uninstall_jdbc/uninstaller.jar -i silent

This command launches the JDBC Driver uninstaller in silent mode using the jar
executable installed along with the application. The command assumes that you
are launching the uninstallation from the JDBC installation directory.

4.5 Log files

The installation application captures all actions it performs during the course of
installation and the outcome of those actions. The information is captured in a
series of log files that correspond to the product being installed. For every
product installed using the product suite installer or using its stand-alone
installer, there is a log file created in the installation directory that captures
installation actions and outcomes of those actions. The Informix products’
installation log file names are as follows:

IBM Informix_11.70 InstalllLog.log

IBM Informix_Client SDK InstalllLog.log

IBM Informix_Connect InstalllLog.Tlog

IBM Informix_GLS InstalllLog.log

IBM Informix_JDBC Driver Installlog.log

IBM Informix_Software Bundle Installlog.log
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In the event that an unexpected circumstance results in an error, you might need
to observe the content of one or all these files to assist with troubleshooting and
possible resolution. The files provide, at times, verbose information about
actions, warnings, and errors that occur during installation. They also give the
nature of the errors encountered.

4.6 Additional Informix installation procedures

In addition to the standard Informix installation procedure, there are other options
that should be considered for an application that uses an embedded Informix
instance. The installation procedures that we have discussed thus far are
well-suited for a deployments where the footprint is not of paramount concern
and configuration options provided in the installation application suffices for the
deployment needs. The procedures use the Informix products’ installation
applications that bundle Java and rely on sufficient disk space to perform
extraction and installation of the product on the target. This section discusses
additional installation procedures that work in environments that might have
more specific, more targeted requirements. Here we discuss the additional
procedure for the Informix deployment utility.

4.6.1 The Informix deployment utility
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The Informix deployment utility has been designed to help with embedding
Informix by allowing pre-configured Informix instances to be deployed through a
simple command-line interface.

The deployment utility was architected primarily for ISVs who deploy Informix as
part of their application and require customized configuration settings beyond
those available with the silent installer, or who need to deploy an Informix
database instance with pre-loaded dbspaces and data. This kind of configuration
that caters to the deployment of preconfigured instance can be tedious if it were
done manually. The goal of this tool is to eliminate the hard work.

The deployment utility is a command-line utility that is designed to be called
programmatically, or from a script, as part of an application installation. It
completely supports silent Informix deployment. To allow better control of
deployed instances and post-deployment ease-of-use, the deployment utility
takes a number of parameters from the command line. In addition to taking
inputs from the command line, the deployment utility also takes a configuration
file as input, which facilitates the lowest level of configuration for an instance to
be deployed. The Informix database configuration file be edited using the
deployment utility configuration file. Therefore, editing the deployment utility
configuration file yields the most granularity in configuring an Informix instance.
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In essence, deployment utility is a lightweight alternative to the Informix silent
installation mechanism, which offers lowest configuration granularity for Informix
database server deployment.

In Chapter 5, “Deployment” on page 95, we discuss the Informix deployment
utility in more detail, covering different deployment scenarios and configuration

options

Note: The Informix deployment utility is installed along with the Informix
database server. It is located in INFORMIXDIR/bin/ifxdeploy, where
INFORMIXDIR is the database server installation location.
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Deployment

In this chapter, we review the details necessary to successfully deploy IBM
Informix software as a complete solution.

Having your application make use of Informix transparently means that it is fully
integrated into an application or device. This results in the solution user having
little or no knowledge that a database exists within the application or device. In
other words, the database is invisible to the user, giving you greater control of
your application or device. Successful deployment of Informix facilitates an
efficient business integration solution.

After reading this chapter, you will be equipped with the knowledge required to
deploy Informix in an embedded environment. Topics covered in this chapter
include deployment strategies and the components needed for packaging your
solution. We provide a detailed discussion, along with examples, of the invisible
(or deeply embed) methodology and the integrated (response file) methodology.
We also discuss optional tools for packaging and deployment.
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5.1 Deployment strategies
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A critical aspect of Informix embedding is the successful deployment of Informix
in an application or a device.

Deployment, as used in the context of this book, is the redistribution of an
application (Informix in this case) with its application-level configured options,
and an optional working instance of the server. In preparation for deployment,
some of these options can be set during installation, while others are set after
installation to create a database with the preferred configuration. These options
are transferable through the use of an Informix configuration file.

Chapter 4, “Installation strategies” on page 63 discusses the Informix installation
and its associated considerations in detail. By now, you should be comfortable
with installing Informix. While some deployment strategies make use of the
Informix installer, deployment goes well beyond the capability and confines of the
Informix installer. The idea behind deployment is that you can redistribute a fully
configured database instance as was created on your template machine. Later in
this chapter, we discuss ways of deploying Informix as an embedded application,
while examining ease of adoption.

There are three deployment strategies that can be used to redistribute Informix
as part of an application or device solution. The deployment strategies are as
follows:

» Integrated

This strategy adds a copy of the database media to the application CDs, and
uses a silent installation.

» Invisible

This strategy archives the database server, pre-installed and pre-configured,
with the initial data loaded, along with the application on the same media.

» Included

The database CD is in the package along with the installation manual.
Out of the three strategies listed above, we discuss Integrated and Invisible
(deeply embedded) in detail, as they provide the greatest level of scalability and

advanced functionality. The Included strategy is briefly mentioned, but not with
examples and details.
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5.1.1 Considerations

Which deployment method you choose depends on your preference. We identify
pros and cons for each method so as to help you better understanding the
deployment methods. We also provide detailed instructions and examples. The
methods may be used interchangeably, that is, you may perform one installation
with one method and another installation on the same machine later with a
different method. Choosing one method does not limit you to that method.

Prior to any deployment, we suggest that you test your installation on a template
machine to verify that the snapshot to be deployed meets the requirement set for
the target system. Furthermore, if you are using an integrated deployment
strategy, we highly recommend that you use the graphical installer at least once
prior to designing a non-interactive deployment of Informix, and before testing the
deployment. The graphical installer can help you understand terms and keywords
that are present in the non-interactive mode of installation.

5.2 Components needed for packaging

The following sections contain brief descriptions of the components needed for
packaging.

Application software

This refers to the Informix application that gives users the facility for data storage,
management, and retrieval. It is your custom application. It includes the set of
files that make up the core Informix database management system, the installer
application, and other supporting utilities used for installation, deployment, and
server use. The preferred application functionality can be fine-tuned with greater
granularity by selecting from the feature list provided in the Informix installer. This
gives the capability of deploying Informix with a small footprint. The installation
software that is used to deploy your application will need to make a request
through the operating system to launch the Informix installation package. An
Informix application software package also includes the client applications, which
consists of Informix Client SDK, Informix Connect, and Informix JDBC Driver.

Installer

The installation application copies the Informix application files onto the target
system. Because the Informix software is made up of several features that
extend the functionality of the database server, the installer allows you to pick the
preferred Informix features as required by the device or application embedding
Informix. The installer also stores information about the installation on the
machine so that it can be used for a later uninstallation.
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Informix files/binaries

These are the core files that comprise the database server, which are the files
associated with the installed features. Note that the core database server files do
not include the installer application files.

Database schema data

A database schema is the structure of data that will be stored in the database. It
shows the representation of data and the relationships between entities of the
database. The data in the database is the value of a particular entry in the
database. Note that data in a database can be of different types. The data types
in Informix database are described in detail in Informix Dynamic Server 11:
Advanced Functionality for Modern Business, SG24-7465.

Deployment applications

We describe in this chapter the Informix deployment utility that covers the
deployment of archived Informix instances, and the Informix deployment
assistant, which facilitates snapshot packaging and archiving.

5.3 Integrated deployment

The concept of integrated deployment is indicative of a lack of user knowledge of
the presence of Informix. Given this premise, the integrated deployment and
invisible deployment are somewhat close in nature. What we refer to as an
integrated deployment is the use of the Informix silent installer for deployment. In
addition to silently installing, integrated deployment includes an end-to-end
solution where a working instance of the server is realized. Silent installation is
the form of installation where direct user interaction is not required. A response
file is provided to the installer where installation-related information will be
acquired. Details about how to record and modify a response file are provided in
Chapter 4, “Installation strategies” on page 63. The information provided in the
response file would have otherwise been provided by the user if installing in an
interactive mode. Although a response file can be recorded while installing on a
machine, the Informix installable media also has a sample response file that can
be modified and used for silent installation.

5.3.1 Installer-based instance configuration
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To start a working instance of the server, you must specify certain configuration
parameters for the server. The installer provides a series of interface windows for
instance customization. These interfaces present questions and fields that
translate into server parameters required for a server instance.
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Figure 5-1 shows a server configuration window in the installer that contains
configurable parameters used during installation. For completeness and flexibility
with customization, we show the windows presented when going through the
installation process using the Cusfom installation type.

o Overviews || Create a server instance ~
+f Installation location e

+/ Installation features

¥ Securty |o|_inFormix11?D |

» Instance configuration Data storage location:

Installatiorysumrriary |C:'l,derno_install'l,ol_inFormix1I?D'l,dbspaces |

Installing... l [ ]
Restore Default Choose...
[ Postinstallation steps

= Installation Complete
Initialize server instance after creation

Configuration parameters:

(® Use default parameters

(73 Custnmize narameatars

Figure 5-1 Server configuration: Server instance

The corresponding response file entries are as follows:

IDS_SERVER_INSTANCE_BOOLEAN_ 1=0
IDS_INFORMIXSERVER=01 informix1170
IDS_INSTANCE_PATH=C:\\demo_install\\ol_informix1170\\dbspaces
IDS_INIT SERVER BOOLEAN 1=1

v
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The values in the input fields will be stored in the response file. You can choose
to further customize your instance configuration by selecting Customize
parameters under Configuration parameters. If you opt not to customize
parameters, automatically generated defaults will be used by the installer during
installation.

As indicated in Figure 5-1, you can choose to create a server instance without
initializing the instance. When you select the option to create a server instance,
the installation application creates the environment, files, and data structure
needed to realize a working instance with the preferred configuration options,
stopping short of initializing the instance.
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Because the discussion in this section focuses on installer-based instance
configuration for the purpose of embedded deployment, we cover this
functionality within the installer that gets recorded in the response file and can be
reused during an unattended (silent) installation for embedding purposes. Other
windows in the installer that allow you to configure your instance but whose
parameters do not get recorded in the response file are:

» Disk Configuration: This window allows you to configure your instance data
space size, specify if you want to enable mirroring, and allow you to specify
your mirror location. It also allows you to specify whether our not you want to
create an sbspace for smart large object storage.

» System Resource Usage: This window provides an interface to configure how
much of the system resources are used by the instance. It allows you to
configure processor and memory allocation for the instance.

» Database Server Usage: This window provides the flexibility to specify the
workload type for a server instance, that is, you can specify whether your
server instance will be used mainly as an operational system with large
numbers of simple transactions, optimizing for response time, or as data
warehouse with a few but complex transactions, optimizing for complex query
processing. You can also specify the expected number of database users and
also specify whether you desire an instance where transaction logging is
enabled.

As part of the installation process, you can also choose to configure the
connectivity settings.
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The corresponding response file entries for the fields in the window shown in

Figure 5-2 are as follows:

» IDS_TCP_ALIAS=o0l_informix1170
» IDS_TCP_PORT=9088

» IDS_SERVER_NUMBER=0

» IDS_DRDA_BOOLEAN_1=0

Cveriemy

Installation location
Installation features
Security

Instance canfiguration
Installation summary
[= Installing...

[ Postinstallation steps

TY¥YSLSAS

= Installation Complete

Figure 5-2 Server configuration: Connectivity

Socket protocol information

Service name:

| al_infarmix1170 |

Fort:

| s |

Instance server number

o |

DRDA Support

DRDA supports applications and database systems using IBM
data server clients:

FPrevious

For more information about the description of the contents of a response file, see

Table 4-2 on page 81.

5.3.2 Directions for integrated deployment

While the response file provides a means of setting some server configuration
parameters, the server configuration file allows for a more granular approach to
server configuration. A template configuration file is located in
$INFORMIXDIR\etc\onconfig.std. You can make a copy of this template file and
modify it for use in your deployment. If Informix is installed with the option to
initialize the server, a configuration file will be created based on the entries
provided during the installation process (either using an interactive interface or
using the silent mode installation). The configuration file will be crated in
$INFORMIXDIR/etc/onconfig.$DBSERVERNAME, where $INFORMIXDIR is the
installation location and $DBSERVERNAME is the name if the database server.
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The configuration file will contain the configuration parameters used in the
creating the database server instance; it can be further modified post-installation.

During installation, you can also specify your preferred data location, as shown in
Figure 5-1 on page 99. This setting allows you to identify a single directory
location on the file system where your data will be stored. Because the
installation location creates separate spaces for root dbspace, log dbspace, temp
dbspace, and smart blob spaces, you see separate devices (files) representing
each of these data spaces in the specified data location. Having a central data
space location facilitates ease of programmability in an embedded scenario.

Creating an instance without initializing

Imagine a scenario where you have the Informix installation application and a
response file set up in preparation for an integrated deployment. The installation
application allows you to specify data space location, server name, server
number, port number, and so on. Now imagine that your deployment
requirements are such that you have a custom alarm program that you want to
use for handling Informix alarm events. The Informix configuration parameter
used to specify the alarm program is ALARMPROGRAM. As is the case for
some other Informix configuration parameters, this parameter requires that the
server be initialized for it to take effect. This means that if the value of this
parameter is changed after the database is initialized, the database server must
be brought down and reinitialized. Bringing down and reinitializing the database
server during deployment introduces an additional time factor that will be prolong
deployment completion. Therefore, in the case of integrated deployment, you
may rather want to have all the database server structure, files, and
environments set up during your installation, and then initialize the database
server only after the required setup is complete.

Checking the Create a server instance check box in the window shown in
Figure 5-1 on page 99 creates a database server instance without initializing the
instance. As part of the database server instance creation, the following items
are created:

» Server instance environment file
» Data spaces
» Server instance registry entries (Windows)

» Connectivity configuration (sglhosts) file on UNIX and registry entries on
Windows

» Server instance configuration file reflecting the configuration deduced from
the installer entries
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An integrated deployment, which entails silent installation, calls for a means to
customize an installed instance post-installation. Therefore, we need a way to
install Informix and create and register the instance without initialization. If the
Create a server instance check box on Figure 5-1 on page 99 is not checked
during installation, all server creation/initialization entries in the installer will be
ignored and no actions will be performed as part of the installation process.

To deploy Informix in an integrated fashion, you are strongly encouraged to
record a response file and check the Create a server instance check box when
installing on your template machine prior to deployment. See Chapter 4,
“Installation strategies” on page 63 for details about recording a response file.

As this section is intended to elaborate on some of the deployment
considerations for integrated embedding, it has addressed how to create a server
instance without initializing. You will ultimately need to initialize the instance that
you have created. To do so, perform the following steps:

» On Windows

In an environment where the variables in environment files are set, run the
starts.exe <server_name> -iy command. The naming convention used for
the environment file on Windows is $INFORMIXDIR\<server_name>.cmd.

» On UNIX-based systems

There are two environment files created, $ INFORMIXDIR/<server_name>.csh
and $INFORMIXDIR/<server_name>.ksh. These two files are created to
accommodate the different shells that may be used. In an environment where
the variables in either of the two environment files are set, run oninit -iy.

The starts.exe and oninit utilities are located in $INFORMIXDIR/bin. In the
command, <server_name> is the server name that was entered in the installer
either through the panel in Figure 5-1 on page 99 or through the response file.
The command starts the Informix server instance, initializing the disk space and
shared memory (indicated by -i) without requiring input from the user (indicated

by -y).

These steps should be programmatically added to the application acting as your
integrated deployment driver.

Running Informix using the local system account on Windows

The informix user account is the account that has the necessary privileges to
manage and maintain Informix instances on the Windows operating system. By
default, during the installation of Informix, you will be prompted to enter the
informix user account password. If the informix user does not exist on the
machine, it will be created for you using a password you provide. Informix allows
you to install and manage the server without using or requiring the informix user
account. You can install Informix using the local system account on Windows.
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The local system account has the same privileges as the informix user account,
but does not require password verification, because it uses an internal system
account. If you decide to start the server as the local system user, you can also
choose whether or not to create the informix user. Figure 5-3 shows the window
where you enter the input that is used to determine whether or not the server
should be started as the local system user.

Overyiew Select the account to run the Informix server for this
installation:

Installation lacation
Installation features
Security

Instance configuration

b

[ Create user infarmix aceaunt far ER.

Installation summary ) User informix account
Installing...

- Postinstallation steps
Installation Complete

Figure 5-3 Windows user specification window

The window in Figure 5-3 shows that the database server created as part of the
installation process will be created using the Windows local system user and the
informix user will not be created. Despite opting for the local system account for
the server created as part of installation, you can choose to create the informix
user account. The informix user account is needed if the server is used for
Enterprise Replication. Notice that the password field is disabled because the
informix user will not be created. The corresponding response file entries for the
window in Figure 5-3 are as follows:

» WINDOWS_USER_SELECT_BOOLEAN_1=1

This response file property can be set to 0 or 1. Setting it to 1 indicates that
you want to create and run the server using the local system account.

» WINDOWS_USER_SELECT_BOOLEAN_2=1

Setting this response file property to 1 indicates that you want to create an
informix user.
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The server created as part of the installation process will be created using the
created informix user account. WINDOWS_USER_SELECT_BOOLEAN_1
and WINDOWS_USER_SELECT_BOOLEAN_2 are mutually exclusive, that
is, do not set both properties to the same value in a single installation.

» WINDOWS_USER_CREATE=1

If you have opted to have the server created using the local system account
by setting WINDOWS_USER_SELECT_BOOLEAN=1, this response file
property is used to indicate that you still want to create the informix user
account.

To deploy Informix in an integrated fashion so that the server is started using the
local system account, we encouraged you to record a response file using the
preferred installer selections when installing on your template machine prior to
deployment.

Enterprise Replication (ER) between UNIX and Windows systems depends on
the presence of the informix user account. If you will be replicating data across
Windows and UNIX platforms, you need to have the informix user present on the
machine. The installation application gives the option to create the informix user
account when the server is being created using the local system account.

5.4 Connectivity

The database server requires that connectivity be configured so that “clients” can
connect to the database server. In an embedded scenario, the application that
embeds Informix may be connecting to the database server in the form of a
client. Therefore, connectivity with the database server must be
programmatically configurable. Connectivity configuration information is
registry-based on Windows, and the database server obtains its connectivity
information from a file on UNIX-based systems.

5.4.1 Connectivity on Windows

Connection information for the database server on Windows is stored in the
HKEY_LOCAL_MACHINE\SOFTWARE\INformixX\SQLHOSTS registry key. The
subkey for the SQLHOSTS registry key is the server name of the installed server
instance:

HKEY_LOCAL_MACHINE\SOFTWARE\Informix\SQLHOSTS\<server_name>
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The <server_name> key holds the following values:

HOST
OPTIONS
PROTOCOL
SERVICE

v

vvyy

Because you can have multiple server instances on the machine, the
SQLHOSTS key can have multiple subkeys. In Figure 5-4, a server instance
called ol_svr_custom exists on a machine whose host name is host1. The
connection protocol for the server is onsoctcp and the port alias (or service
name) is svc_custom. You can also see that there is a second server called
ol_svr_custom_2 on the machine.

=

=N SQLHOSTS

1#)[| Mame

Type
| [ab] (pefault) REG_SZ
[ab]HosT REG_SZ
[ab] opTIONS REG_SZ
[ab]prOTOCOL REG_SZ
[2B]sERvIcE REG 57

Data

{value not set)
*hostl

olsoctop
sve_custom

Figure 5-4 SQLHOSTS registry key on Windows

Table 5-1 shows a table outlining the sqglhosts information.

Table 5-1 Sgqlhosts information description for Windows and UNIX

number

UNIX field name Windows field Description of Description of
name connectivity group information
information
dbservername Database server Database server Database server
name key or name group name.
database server
group key
nettype PROTOCOL Connection type The word “group”
hostname HOST Host computer for No information.
the database Use a hyphen as a
server placeholder in this
field.
servicename SERVICE Alias for the port No information.

Use a hyphen as a
placeholder in this
field.
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UNIX field name Windows field Description of Description of
name connectivity group information
information
options OPTIONS Options that Group options.
describe or limitthe
connection

5.4.2 Connectivity on UNIX

On UNIX systems, connection information for the server is stored in a file known
as the sqlhosts file. By default, the file is installed in $INFORMIXDIR/etc. If
Informix is deployed with the option to create a server in the installer, the
sqlhosts file will be $INFORMIXDIR/etc/sqlhosts.<server_name>, where
<server_name> is the name given to the server instance during installation. To
use a different sqglhosts file, place it in a preferred location and change the value
of the SINFORMIXSQLHOSTS environment variable to reflect the full path to the
new sqglhosts file.

Client applications require the information contained in the sqlhosts file to
connect to the database server. The sqlhosts file contains the following fields:

» Server name

Server connection protocol

Hostname

Service name (port alias)/port number
Optionally, an options field

vvyyy

See Table 5-1 on page 106 for summary of sglhosts information in the sqglhosts
file. Example 5-1 shows a sample content of a sglhosts file on UNIX.

Example 5-1 Sample content of a sqlhosts file

demo_on onsoctcp hostl 9088

In Example 5-1, demo_on is the server name, onsoctcp is the Informix protocol
which defines the connection type and the network protocol used for connectivity,
hostl is the name of the host machine, and 9088 is the connection port number.
You can add new lines reflecting information about other server instances on the
machine if you want to use a single sqglhosts file for all your instances.

After the steps for an integrated deployment have been completed, you should
have a working instance of Informix.

See 5.4.3, “Connectivity protocols” on page 108 for list and description of valid
Informix connectivity protocols.
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5.4.3 Connectivity protocols

Informix supports several connection mechanisms that are inherently defined by
the Informix connection protocol. Each of the connection mechanisms is
characterized by three properties:

» Server type
» Connection type
» Network type

The Informix protocol chosen depends on the Informix usage environment and
the connectivity requirements. This protocol must be defined before the database
server is brought online, that is, the decision about the connectivity protocol to
use must be made at the time the server is being created, because the protocol
chosen affects the sqglhosts configuration and the NETTYPE server configuration
parameter. Also, some protocols are specific to certain operating systems. Using
such protocols on unsupported platforms may cause server initialization failure or
the inability to connect to the database server.

Table 5-2 lists the Informix protocols, their description, and Informix supported
platforms. The protocols used on each platform falls under specific protocol
categories. The description for each of the protocol category is as follows:

BSTP: Berkeley sockets using TCP/IP

IPSP: Inter-process communication using stream pipe
IPSM: Inter-process communication using shared memory
MAXC: Socket using TCP/IP with Informix MaxConnect
SSL: Secure Sockets Layer

TLTP: Transport layer interface (TLI) using TCP/IP

vyVyVYyVvYVvYyYy

Table 5-2 Connectivity protocols

Platforms BSTP IPSP IPSM TLTP MAXC SSL
AlX-64 onsoctcp onipcstr onipcshm onsocimc | drsocssl|
onsocssl|
HP Itanium 64 onsoctcp onipcstr onipcshm onsocimc | drsocssl|
onsocssl|
HPUX-64 onsoctcp onipcstr onipcshm onsocimc | drsocssl|
onsocssl|
Linux 64 onsoctcp onipcstr onipcshm onsocimc | drsocssl|
onsocssl|
Linux on IBM onsoctcp onipcstr onipcshm onsocimc | drsocssl|
eServer pSeries onsocssl|
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Platforms BSTP IPSP IPSM TLTP MAXC SSL

Mac OS X onsoctcp onipcstr onipcshm onsocimc

Solaris 64 onsoctcp onipcstr onipcshm ontlitcp ontliime drsocssl
onsocssl|

Windows 32/64 | onsoctcp drsoctcp
onsocssl|

5.5 Invisible deployment (deeply embedded)

Integrated deployment, described in 5.3, “Integrated deployment” on page 98,
caters to the fundamental need to deploy Informix as an embedded application
onto systems in a manner so that the users are unaware of its presence.

However, the integrated deployment entails using the installer, which can impact
the system. For example, there is a startup phase in which the installer
application is initialized. The installer depends on pre-packaged Java Runtime.
Deploying Informix with the bundled JRE increases the size of the media. The
larger the media size, the longer the extraction time and total deployment time.

In addition to the time consideration, the installer also requires that there be
sufficient space in your TMP location to perform the extraction. While the installer
gives you the capability to configure the TMP location prior to installation, this is
an extra setup step. For users embedding Informix in their application, the extra
dependencies and constraints may not be acceptable depending on business
requirements.

Invisible deployment is a way to deploy Informix without the impact caused by
the installer application. In essence, an installed copy of the Informix database
will be archived with all server instance information and data, and deployed to a
user system. The copy of Informix to be archived has to be installed on the
template machine using the Informix installer. Therefore, you install once, and
can deploy to as many machines as needed.

This section discusses the process of packaging Informix instance(s) and
deployment using the Informix deployment assistant and deployment utility.
These utilities facilitate the easy and intuitive packaging and deployment of
Informix database instance(s) with flexible configuration capabilities.
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5.5.1 Informix deployment assistant

110

To perform multiple deployments of an Informix database on one or more
machines, an installation of the database server must be performed on a
template machine. The template machine serves as a staging ground for the
installation and instance to be deployed. The idea of having a staging ground is
that the server can be customized and configured to suit a variety of deployment
purposes. After the server is customized, you can collect a snapshot of the
server, which can then be deployed as needed.

The deployment assistant is a utility that assists in the creation of snapshots of
instances and their associated data spaces in preparation for deployment. The
deployment assistant is an Eclipse and Java based GUI tool, with a
complementary command-line interface (CLI) to facilitate scripting needs.

Why would you want to create a snapshot

A snapshot refers to the state of the Informix instance’s data and installation files
at a particular point in time. Some applications for creating snapshots are:

» Backing up an instance’s installation state: This can be used as a
complement to the data backup that usually takes place. In the event of a
catastrophic system failure, an instance snapshot can be used to restore the
Informix installation to an acceptable previous state.

» Cloning an Informix installation: If multiple instances of the same
configuration need to be created on multiple systems, a snapshot of a single
instance can be deployed with relative ease (using the deployment utility) on
the other systems.

» Deploying with applications: The snapshot produced by deployment assistant
is in an archive format, making it easy to package with other software and
transfer to other systems, including embedded systems. Additionally, the
compressed snapshot formats produced by the deployment assistant are fully
supported by the deployment utility. In simple terms, the deployment utility
understands how to extract snaphosts created by the deployment assistant.

Deployment assistant prerequisite
To use the deployment assistant, the following items or actions must be available
or taken on the system:

» Java Runtime Environment (JRE) 1.6 or higher.

» Ensure data consistency by closing all open transactions before the snapshot
is taken.
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Note: The the JRE must match the bit-level of the Informix installation with
which the Deployment Assistant is associated. The installation of the Informix
database deploys a JRE that satisfies this requirement. As of

Informix Version 11.70xC1, the JRE installed as part of the database server
installation is located in INFORMIXDIR/extend/krakatoa/jre.

Creating snapshots with the deployment assistant

The deployment assistant executable is located in INFORMIXDIR/bin. To invoke
the deployment assistant, run the following command:

$INFORMIXDIR/bin/ifxdeployassist

$INFORMIXDIR is the Informix database server installation location. On Mac
OS, the executable is located at:

ifxdeployassist.app/Contents/Mac0S/ifxdeployassist

Instance detection

As mentioned earlier, a snapshot is the state of an instance, instance-related
data, and installation files at a particular time. In creating a snapshot, you might
need to preserve all instance information if, for example, you have certain stored
procedures a databases that you want to use on the target. It may be that the
impact of loading the stored procedures and all relevant data on the target might
be unacceptable. In this case, you might need to capture all the instance
information, including configuration and data. Given the instance name and
location, the deployment assistant is able to scan and capture data, installation
files, and configuration information for the instance.
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Starting the deployment assistant with the INFORMIXSERVER and
INFORMIXSQLHOSTS environment variables set triggers automatic detection of
the instance specified (see Figure 5-5). INFORMIXSERVER is the environment
variable that identifies the name of the instance, and INFORMIXSQHOSTS
identifies the sqlhosts file containing the database connectivity information. After
the instance is automatically detected, information regarding the instance is
displayed for verification.

Informix Instance Detected |

An Informis instance was detectad from the ervircnment settmgs

Dietected Inform Instance
INFORMIZSERVER  ids1170.2 {11.70.1)
INFOIRRETHR C\Program FilestIBIMIndoamiz 11,70

Package a snapshat of this instance for deployment?

o ffes]

Fliz

Bacl | Hal = | Fimizh | Caneel

Figure 5-5 Deployment assistant instance detection window
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Connecting to a database server

If an instance is not detected based on the INFORMIXSERVER value provided,
or the No radio button is selected in Figure 5-5 on page 112, the deployment
assistant prompts for the instance’s connection information (See Figure 5-6). The
deployment assistant has to make an active connection to the database server
instance so that the necessary snapshot information can be acquired. For a
successful connection to be possible, the database instance must be online. The
instance that deployment assistant connects to is known as the template
instance. This is the instance from which the snapshot is being created.

Instance Connection Parameters

Connedicn infomation is reruired for tha instance that wou want 1o cleplog

Speafy the conmection paramstes:
| Instamce name ids1170_2

Host name locathonl

Port mirn e azan

Connection type |50 =

| < Back | Heext = | Fmish Cancel

Figure 5-6 Deployment assistant instance connection window

The connection information given must correspond to a running instance that is
located on the host from which the deployment assistant is invoked The
deployment assistant cannot create snapshots of instances on remote hosts.

Note: In the window shown in Figure 5-5, service names are not allowed when
specifying the port number (that is, only digits are allowed).
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Saving the snapshot

After a successful connection is made to an instance that is online, the
deployment assistant prompts for the location to which the snapshot will be
saved (Figure 5-7). A default location and name are given initially.

Snapshot Location

The packagadl snapshot will he saved to a default lacation, unless you specify 2 new kacation

anl nanme

Template Infomix nstance

| INFORKMIMSERVER  ids117002 (11.7001)
[HFCHRIE DR CoProgram Files JBMUnfonmi:, 11,710
Lescatson to save the snapshot Ctempisnapshot L tar gz Brorwse.
! = Rack | Hexl = | Finish Canced

Figure 5-7 Snapshot Location window

To change the location in which the template machine snapshot will be saved,
click Browse, as shown in Figure 5-7. You can change the name and the format
of the snapshot archive that will be created. The deployment assistant supports
four archive formats for the snapshot that will be created. Of the four supported
formats, three offer compression. The following is a complete list of the
supported formats:
» BZip2 (*.tar.bz2): This format offers the most compression. Consequently,
saving the archive in this format takes the most time.

» GZip (*.tar.gz): This is the default archive format for deployment assistant.
» Tar (*.tar): This format offers no compression.

» Zip (*.zip): While this format offers compression, it does not preserve file
permissions on UNIX-based operating systems.
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As mentioned earlier, the creation of a snapshot entails creating a packaged
copy installed files, configuration files, and data. The installed files snapshot
archive is stored in a separate location from the data space(s) snapshot archive.
The data spaces snapshot archive has _db appended to the name specified for
the snapshot. That is, given C:\temp\snapshotl.tar.gz as the location in which
the snapshot will be saved as shown in Figure 5-7 on page 114, the data spaces
snapshot will be saved in C:\temp\snapshotl db.tar.gz. By default, the
deployment assistant saves snapshots in the location from where it was invoked,
that is, unless changed, the deployment assistant will save the snapshot in the
user’s present working directory. The default name of the snapshot is the name
of the Informix instance that is being packaged. As an example, let us assume
the following:

» Your present working directory is C:\temp\dir.
» The name of the Informix instance to be packaged is infx_svr.

Given the assumptions above, the default save location for the snapshot will be
C:\temp\dir\infx_svr.tar.gz and the save location for the data spaces will be
C:\temp\dir\infx_svr_db.tar.gz.
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Specifying snapshot features

After specifying the location in which the snapshot will be saved, the deployment
assistant presents the installed features for the instance that is being packaged
(see Figure 5-8). Here you can further customize your snapshot by specifying
features that you do not want packaged with your snapshot. You can also go as
far as specifying files that are unwanted in your snapshot. This process is known
as snapshot reduction.

Note: As of Informix Version 11.70.xC1, snapshot reduction cannot be
performed using the deployment assistant’s command-line interface. You can
reduce the size of your snapshot only through the deployment assistant’s
graphical interface.

Instance Features |

Al of the features that are i the instance will be packaned for deployment. socept thoss that
Wit flesstact

Template Infommix Instance
| THFORMEASERVER  ide1170.2 (11.7000)
[MFCHRRELCAR CProgram Files I BRI nfomix 1170

Dol thae features tlad yon want Lo escude

Configuration &
f | IBM Infoemiz: Connect
.H‘:[BM Infoermix uninstaller
< [ LB Infoamiz database server
I Aclmimistrative wilities
| Backup and Restore
of | Base server

: :I].|1..||m||imJ alilitie

Dlescription
Runtime connectvity product composad of runtme libranes that are mdudad m Client 50K

Artention: Before you exclole a feature, verify that otler features do nat depend on it Software
chependencies are not ehecked automatically.

Figure 5-8 Snapshot feature selection window

Snapshot reduction can be performed in the event that certain features are not
required in the instance to be deployed. For example, if your requirements do not
include the ability to develop .NET client applications, you do not need Informix
Client SDK to be packaged in the snapshot and consequently deployed to the
target. Additionally, snapshot reduction can be performed to attain a desired
footprint (size) of the instance.
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Packaging instance data

With deployment assistant, you have the choice of including or excluding
instance data spaces in your snapshot (see Figure 5-9). Therefore, if instance
data is simply used for immediate analysis after which it is discarded or
overwritten, you might not need to package the instance data. If your data is
volatile, you might need to evaluate your need to package the data in your
snapshot. A common scenario where the data is included in the snapshot is
when Informix is embedded in an application where it is being used as the
application’s content store. In this case, the template instance is pre-populated
with data required for the application’s initial operations.

The choices made during instance packaging depends on the your preferences
and also the embedded environment requirements.

|
Instance Data |
The mstanca has tlata assodated with it,. The data wall he packaged only if vou selact the data I
Spaces
Temnplate Infommix Instance
| | MFORKIKSERVER  ids1170 2 (1170.1)
[MFCHDSCER o Program Files D8R nfomix 1170

o Packacge a snapehal of the data spaces

+roctdhs
CMFLEDATA s 1170 2 woctcdbe_dat D00
ids1170 2
physcdhs
logdls
clatarllys
ilasprace
tempdbs

= Back Hexl = | Fimish Caneed

Figure 5-9 Snapshot instance data window

In Figure 5-9, the window lists all the data spaces associated with the ids1170_2
instance. You can opt to have the data packaged in your snapshot.

Note: The deployment assistant cannot create snapshots of data spaces
residing on raw devices.
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Running the deployment assistant from the command line
Embedded cases are ideal cases where automation is required. In such cases,
the deployment assistant provides command-line options to perform all the tasks
available in the GUI, with the exception of snapshot reduction functionality. To
see deployment assistant command-line syntax, specify the -h or --help
command-line option when executing ifxdeployassist. Table 5-3 shows the
deployment assistant command-line options and their description.

Table 5-3 Deployment assistant command-line options

--command-line

Option Description

-a, --archive The archive/compression format to use for the snapshot. The

<format> supported formats are BZip2, GZip, Tar, and Zip. If no archive
format is specified, GZip is used.

-C, Run DA in command-line mode. Snapshot reduction capability is

not available when DA is run in this mode.

-d, --data Installed files and instance data will be included in the snapshot.

-f, --filename The path and file name of the snapshot, with optional archive and

<path> compression suffix settings. The -a option overrides any archive
and compression types made in the file name here. If the file
name is not specified, the following format is used:
<current_dir>/<INFORMIXSERVER>.<archive format>

-h, --help Display the DA usage.

-i, --instance The connection information of the instance from which to create

<connection_info | the snapshot. The format is:

> <instance>:<host>:<port>[:SQLI | DRDA]

Where:

<instance>: The name of the Informix instance.

<host>: The database instance host name.

<port>: The listening port number of the instance.

SQLI | DRDA: The connectivity protocol (the default is SQLI).
If not specified, the connection information is read from the server
environment and configuration information.

-n, --no-server

Excludes the Informix instance installation from the snapshot. The
installation files are not packaged in the snapshot. If you use the
-n option, you must also pass the -d option.

-v, -verbose

Run DA in verbose mode.

To run the deployment assistant in the command-line interface, the -c or
--command-line command-line option must be specified:

ifxdeployassist -c
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This command can be used in conjunction with other command-line options. See
Table 5-3 on page 118 for the deployment assistant command-line options and
their description.

Examples of packaging Informix using the deployment
assistant

In this section, we show examples of snapshot creation based on a Linux
environment in which:

» The ifxdeployassist command is invoked from /tmp.
» Data is packaged with the snapshot.

The command in Example 5-2 creates a snapshot of the database server at
/tmp/informix1l.tar.gz. The snapshot in this example contains the installed files
and instance information, but will not contain data. The
informixl:1ocalhost:9088:SQLI value directs the deployment assistant to take
a snapshot of the informix1 instance, which is configured for localhost and
connects to service port 9088 using the SQLI protocol.

Example 5-2 Archive snapshot of instance with all defaults, data excluded

ifxdeployassist --command-line -i informixl:localhost:9088:SQLI

The command in Example 5-3 creates the database server archive snapshot,
including data. The archive format and location are explicitly specified. The
command creates a snapshot of the server at /opt/snapshotl.tar and all of its
associated data at /opt/snapshotl db_tar. The deployment assistant is directed
to take a snapshot of informix2 instance in this example.

Example 5-3 Archive snapshot of instance with data

ifxdeployassist -c -d -i informix2:1ocalhost:9090:SQLI -a tar -f /opt/snapshotl

Example 5-4 creates a snapshot of data at /tmp/informix2_db.tar.gz. In this
example, the protocol is not specified. Therefore, the default (SQLI) will be used.
The example shows the usage of the -d and the -m command-line options to
package only the server data.

Example 5-4 Archive snapshot of instance, capturing data only

ifxdeployassist -cvdni --instance ids1170 _2:Tocalhost:9288

Chapter 5. Deployment 119



Verbose mode allows you to observe the progress of the snapshot creation, as
shown in Figure 5-10. The command used in this example also shows how
several command-line options can be stringed together for the desired results.

:\PROGRA™1\IBH\Informix\11.70>ifxdeployassist -cundi ids1170_2:1localhost:9288
INFORMIXSERUER: ids1170_2 (11.70.1)
INFORMIXDIR: C:\Program Files\IBM\Informix\11.70

Packaging Snapshot. ..
(SRR RN R R RN R RN R A RN R RN RN R AR
The snapshot was packaged successfully.

SNAPSHOT LOCATION

Instance snapshot:
(not included)

Data snapshot:
C:\PROGRA™1\IBM\Informix\11.70\ids1170_2_db.tar.gz

Figure 5-10 Deployment assistant verbose command-line output

Common pitfalls
Here are some common problems and troubleshooting steps that can be taken.

The deployment assistant fails to start when invoked

Make sure that JRE 1.6 or higher is included in the PATH environment variable.
PATH should include the location of the Java executable. Additionally, make sure
that the JRE in the PATH environment variable is at the same bit-level as the
Informix installation with which the deployment assistant is associated. You can
check the bit-level and version of the JRE by executing the following command:

java -version

In addition, make sure that the DISPLAY environment variable is correctly set.
The -debug and -consolelog Eclipse options can also be passed as
command-line options to ifxdeployassist to further diagnose startup issues.

“No connect permission” when packaging data spaces

Verify that the user invoking the deployment assistant has the connect privilege
to the Informix sysadmin database of the instance for which the data spaces are
being packaged. A user with DBA or DBSA privileges can grant this permission
to a user by invoking the following command:

echo grant connect to alex | dbaccess sysadmin

In the command above, connect privilege to the Informix sysadmin database is
being granted to user alex.
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Problems connecting to the Informix server instance

This situation could be due to the host name being specified incorrectly. Some
instances are configured in SQLHOSTS environment variable (or registry entry
on Windows) to listen on all names/addresses that map back to the local host.
There are times, however, when this is not the case, and localhost or a specific
host name or IP address must be specified as the host name for the connection.
Check to see which of these is the case for your particular instance.

5.5.2 The Informix deployment utility

While the Informix installer application provides a way to fully install and deploy
Informix, ISVs and other interested users might need to deploy fully customized
instances without the impact caused by the Informix installation application.

The Informix installation application provides the capability to create customized
instances. However, customization through the installation application is limited
to the parameters and configuration options provided within the installer
interface. If the installation will be used by the deployment vehicle, granular
customization of the configuration parameters and deployment of ready-made
dbspaces will have to be realized through a script or some other external utility or
application after installation.

The Informix deployment utility solves these problems by providing the capability
to deploy an archived, fully customized instance set up on a template machine.
To use the deployment utility, you need to employ the enterprise Informix
installation application to install the Informix database server. After installation,
configure the instance to suit the needs of the application or device in which
Informix will be embedded. Upon configuring the instance, package the
configured instance (application files, data spaces, and configuration
parameters) by creating an archive of the instance. See 5.5.1, “Informix
deployment assistant” on page 110 for detailed information about archiving an
Informix instance using the Informix deployment assistant. Alternatively, you can
create the archive using your archiving tool of choice. After the Informix instance
has been archived, it can be deployed as required using the deployment utility.
The deployment utility creates the following items on the target system:

» Informix service (on Windows)
» The informix user account (if not present)

On Windows, the informix account will be created only if Informix is not being
deployed using the local system account.

» Informix registry keys (on Windows)
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» Environment file containing the necessary environment variables to initialize
the database server

» Empty root dbspace storage device (if not present)

For seamless compatibility with the deployment assistant, the deployment utility
has built-in support for extracting archives of the following formats:

BZip2 (*.tar.bz2)
GZip (*.tar.gz)
Tar (*.tar)

Zip (*.zip)

vyvyyvyy

Upon deployment, the environment file created by the deployment utility contains
the instance-related variables associated with the database server being
deployed. In addition to facilitating Informix embeddability in third-party
applications or devices, the deployment utility also facilitates quick upgrades
from one Informix version to another by allowing quick deployment of Informix
onto multiple machines without overwriting data.

Due to the high level of configuration and customization that may be required
during deployment, the deployment utility supports two modes through which
inputs can be supplied to it:

» Command line
» Configuration file

The configuration file provides the highest level of instance configuration and
customization during deployment, as it allows comprehensive modification of the
database server configuration file.

Installing Informix on a template machine
Perform the following steps to use the deployment utility on a template machine:

1. Install Informix on the template machine and set up instances. See Chapter 4,
“Installation strategies” on page 63 for information about installing Informix.

2. Configure the instance to the level of granularity desired by editing your
configuration file.

3. If required, create database, tables, and load data.

4. Archive the instance. Optionally, include the configured data spaces in the
archive. The deployment assistant can be used for easy snapshot archiving.
See 5.5.1, “Informix deployment assistant” on page 110 for information about
creating the snapshot package using the deployment assistant.
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Deployment utility command-line usage
This section describes the usage of the deployment utility from the command

line.

Using the deployment utility on the target machine

You can deploy the archived server with a host of options, depending on your
needs. Prior to deploying Informix onto the target system, ensure that the
following circumstances exist:

» The INFORMIXDIR environment variable is set to the preferred location in
which you want Informix unarchived and deployed.

» The INFORMIXSERVER environment variable is set to the preferred name of
the server instance name to be created on the target machine.

» For locales other than the default (US English), set the following environment
variables:

CLIENT_LOCALE (to the preferred client application locale)
DB_LOCALE (to the preferred database locale)

DBLANG (to the subdirectory of $INFORMIXDIR that contains the
language-specific message files)

SERVER_LOCALE (to the server locale for read-write operations on OS
files)

Table 5-4 lists the options for the deployment utility and corresponding
descriptions.

Table 5-4 Deployment utility deployment command-line options and their description

Option Description

-autorecommend | Creates Informix recommendations based on the machine

resources and saves the recommendations in an alternate
onconfig file.

-clone Creates and deploys a clone of the primary server in an Informix

high-availability cluster.

-config Specifies a deployment utility configuration file. The deployment
<config_file> utility configuration file has modifiable entries that allows you to

customize the Informix server configuration file.

-drdaport <port> Specifies the DRDA port number. This port number will be used

for IBM common client connectivity. The default is 9089.
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Option

Description

-extractcemd
<command>

Uses the command specified in <command> to perform the
snapshot extraction. This option is especially useful if an external
application whose compression is not supported by DU is used to
archive the snapshot.

-file <archive>

Specifies the full or relative path to the location of the archive of
the snapshot to be deployed.

-force Overwrites the existing environment variables or configuration
settings and create new ones at deployment time.

-installdrive Windows only. Specify the drive in which the IFMXDATA directory

<DRIVE> will be created. The IFMXDATA directory will contain the Informix
root chunk file if ROOTPATH is not configured in the DU
configuration file (The default is C:).

-log <logfile> Sends progress messages to the file specified by <logfile>.

-p <password>

Windows only. The Informix user password is the one used to
create the Informix service.

-relocate
<path>|<old_path
>=<new_path>

Specifies the directory to relocate Informix chunks on the target
machine.

-rootpath <path>

The root dbspace location on the target machine. The default is
C:\ifmxdata\<svr_name>\rootdbs_dat.000 on Windows and
$INFORMIXDIR/rootdbs on UNIX.

-servernum Specifies the server number for the instance. This entry updates
<num> SERVERNUM in the onconfig file. The default is 0.
-silent Actions are performed in silent mode. There is no console

interaction. Progress will be logged if -log argument is specified.

-sqliport <port>

Specifies the SQLI port number. The default is 9088.

-start <secs>

The database server will be initialized as part of deployment.
Optionally, specify <secs> to specify initialization timeout
duration.

-system Windows only. The Informix service will be created using the
Windows local system account.
-verbose Performs deployment actions in verbose mode.
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Option Description

-wow6432 Windows only. Used to redirect registry access to the 32-bit
registry view. Use this option when deploying or uninstalling 32-bit
Informix on a 64-bit machine.

-y Do not prompt for confirmation.

Here is the deployment utility syntax showing the command-line usage:

ifxdeploy [autorecommend] [-file <archive>] [-p <password>|-system] [-1
<logfile>] [-config <configfile>] [-clone] [-silent] [-6432] [-sqliport
<portnum>|namedpipe] [-drdaport <port>] [-servernum <num>] [-rootpath

<rootdbs_file] [-extractcmd <command>] [-installdrive <DRIVE>] [-start
[<secs>]] [-verbose] [-force] [-y]

The deployment utility also provides the capability to uninstall a deployed
instance. As part of uninstallation, the deployment utility shuts down the Informix
instance and removes the files in the installation directory. For uninstallation
options and descriptions, see Table 5-5.

Table 5-5 Deployment utility uninstallation command-line options and their description

Option Description

-delifx Deletes the informix user account during the DU uninstallation.
On Windows, the Informix-Admin group will be deleted, and the
informix group will be deleted on UNIX.

-log <logfile> Sends an uninstallation progress message to the file specified by
<logfile>.

-silent Uninstallation actions are performed in silent mode. There is no
console interaction. Progress will be logged if -log argument is
specified.

-uninstall <path> | Uninstalls Informix from the path specified by <path>.

-verbose Performs uninstallation actions in verbose mode.

-y Do not prompt for confirmation.

Data relocation during deployment

Take a situation where Informix is being embedded in application that will be
deployed onto a target machine. Earlier in 5.5.1, “Informix deployment assistant”
on page 110, we talked about archiving an instance snapshot in preparation for
deployment. While a snapshot of the instance on the template machine is the
one that will be deployed, if the instance data will also be deployed, there is no
guarantee that the data will be deployed to the same location on target as it was
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on the template machine. Data chunk files might end up being deployed to a
location that is inconsistent with the template machine. Because Informix stores
information about all data spaces and the data chunk files in reserved pages
located in the root chunk, it important that the reserved pages be updated on the
target if necessary. The reserved pages may need to be updated to reflect the
new location of the chunk files on the target system after the application and data
files have been laid down. If the chunk files locations reflected in the reserved
pages are different from the actual location of the chunk files on disk, the chunks
will be inaccessible by the database server, rendering data in the chunks
unusable.

The deployment utility facilitates data relocation to ensure end-to-end
deployment and data consistency. If there are multiple chunk files in the
shapshot, they can all be relocated to a single directory on the target using the
-relocate command-line option. Using the same command-line option, the chunk
files can also be relocated to different directories on the target. When relocating
data chunks, it is important that the chunk files are present at the desired location
on target before the database server is initialized.

Examples of Informix deployment using the deployment utility
through a command line

This section shows examples of Informix deployment driven by specific use
cases. While the examples do not cover an exhaustive list of use cases, they
serve as reference for the usage of certain command-line options and scenarios.

In Example 5-5, C:\myarchive\archive.zip is the Informix archive containing the
Informix application files (and dbspaces if needed). Based on the specification of
a password in the example, we can see that the example depicts a basic
deployment of Informix on Windows. mypassword is the password to be used to
create the Informix service. The deployment utility has a built-in capability to
extract the “zip” format archive. The informix user account will be created on the
machine if it is not present. The default values for server number and port
number are used. See Table 5-4 on page 123 for the default values. As will be
seen in this example and other command-line examples, if the deployment utility
is used, you have to set the INFORMIXDIR environment variable to reflect the
location where Informix will be deployed and the INFORMIXSERVER
environment variable to reflect the server name for a new instance that will be
created by the deployment utility.

Example 5-5 Basic deployment: Using defaults

set INFORMIXDIR=C:\informix
set INFORMIXSERVER=myserver
ifxdeploy -file C:\myarchive\archive.zip -p mypassword
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Example 5-6 shows the use of the deployment utility with some non-default
values. This example illustrates the use of the deployment utility in an embedded
scenario where some configuration needs to be done to create a working server.
The usage explicitly specifies the Informix port number and the server number. In
an embedded scenario, the user application driving the deployment of Informix
can invoke deployment utility, specifying parameters such as port number and
server number, so that user-preferred server connectivity information is readily
available. The example also shows the usage of the -y option, which is used to
deactivate prompts and to ensure that no command-line interaction occurs. The
example shows a combination of options that allow for a completely
non-interactive deployment. The scenario that this example illustrates is
applicable to both Windows and UNIX systems, as there are no command-line
options unique to either operating system.

Example 5-6 Deployment using non-defaults

setenv INFORMIXDIR /opt/informix

setenv INFORMIXSERVER myserver

ifxdeploy -file /tmp/myarchive/archive.zip -silent -log /tmp/myLog.log -y
-sqliport 9088 -servernum 2

As part of the deployment, the database can also be initialized by passing the
-start command-line option. If -start is passed, the ifxdeploy process will be
suspended while the database server is being initialized. If the database has not
been fully initialized after 10 minutes, the ifxdeploy process will continue. The
-start command-line option can also accept a timeout period (in seconds) as an
argument. This specifies the time (in seconds) after which initialization timeout
will occur. Example 5-7 shows the deployment of an instance with the option to
initialize the database server as part of deployment. The example shows a server
being deployed on a Windows operating system where the Informix service will
be created using the Windows local system account. In the example, the server
initialization will be attempted with a timeout period of 180 seconds (3 minutes).

Example 5-7 Deployment with the option to start the server

set INFORMIXDIR=C:\informix
set INFORMIXSERVER=myserver
ifxdeploy -file C:\myarchive\archive.zip -servernum 10 -system -start 180 -y

As discussed earlier, certain deployment scenarios may require that the server
data chunks be relocated to a location different from the data chunks location on
the template machine. To deploy the instance with packaged data, the new
location of the chunk files on the target might need to be specified.
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Example 5-8 shows an illustration of chunk relocation. The example depicts a
scenario where all chunks on the template are being relocated to the
/opt/informix/data directory on the target. Because the relocation entails
updating the server instance reserved pages located in the root chunk, the new
value of the rootpath is provided on the command line. This updates the
ROOTPATH parameter in the server configuration file. If the rootpath is not
provided on the command line, the existing value in the server configuration file
will be used. As shown in Example 5-8, all chunk files associated with the
database server have to placed in /opt/informix/data before the database
server is initialized.

Example 5-8 Deployment with chunks location to a single location

setenv INFORMIXDIR /opt/informix

setenv INFORMIXSERVER myserver

ifxdeploy -file /tmp/myarchive/myarchive.zip -servernum 11 -sqliport 9090
-rootpath /opt/informix/data/new_root.000 -relocate /opt/informix/data

Example 5-8 shows how to relocate all the database server chunk files to a
single location on the target. In the example, whether you have one chunk file or
multiple chunk files, all chunk files will be relocated to the location specified by
the -relocate command-line option. If you had multiple chunk files on the
template machine that resided in different locations, and you want to relocate the
chunk to various locations on the target, the argument passed to the -relocate
option will be a list of semi-colon-separated path assignments. The path
assignment format is <SOURCE_DIR>=<TARGET_DIR>, where
<SOURCE_DIR> is a directory containing chunk files on the template and
<TARGET_DIR> is the directory that the chunk files should be relocated on the
target (Example 5-9).

Example 5-9 Deployment with chunks relocation to multiple locations

set INFORMIXDIR=C:\informix

set INFORMIXSERVER=myserver

ifxdeploy -file C:\myarchive\archive.zip -servernum 12 -sqliport 9091 -drdaport
9092 -rootpath C:\data\new_root.000 -relocate
C:\data\old_dirl=C:\data\new dirl;C\data\old dir2=C:\data\new dir2;C:\data\old_
dir3=C:\data\new_dir3

A slight extension of the scenario in Example 5-9 is where you may want to
specify an offset in the target device where the initial chunk will be placed. This
can be useful when Informix is being deployed to a machine with raw disk. The
offset specification indicates the number of kilobytes in the device for the initial
chunk. On a cooked file system, it indicates the number of kilobytes in the
partition for the initial chunk for the data space.
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An illustration is shown for a UNIX system in Example 5-10.

Example 5-10 Deployment with chunk relocation and specifying offset

setenv INFORMIXDIR /opt/informix

setenv INFORMIXSERVER myserver

ifxdeploy -file /tmp/myarchive/myarchive.zip -servernum 13 -sqliport 9093
-rootpath /opt/informix/data/new_root.001 -relocate
/opt/informix/data/old_dirl=/opt/informix/data/new_dirl,3;/opt/informix/data/ol
d_dir2=/opt/informix/data/new_dir2,10

Given the degree of customization afforded by deployment utility command-line
options, we see how an Informix database server can be deployed using an
array of command-line arguments to meet the specific embedded deployment
needs. The deployment utility also accepts input from a configuration file. The
deployment utility configuration file provides an alternative to the command line,
which allows more flexibility and versatility.

Deployment utility configuration file usage

The command-line usage for deployment utility facilitates quick and easy
deployment, which can satisfy a number of deployment needs and scenarios.
For extended deployment flexibility, the deployment utility configuration file can
be used. A template deployment utility configuration file is located in
$INFORMIXDIR/etc/ifxdeploy.conf. Inputs allowed on the command line can
also be provided using the configuration file. The -config command-line option is
used to specify the absolute path to the deployment utility configuration file to be
used. In the example below, /tmp/myarchive/myarchive.zip is the Informix
archive used for the deployment, and the deployment utility inputs are acquired
from the deployment utility configuration file located in
/tmp/informix/du_config.

ifxdeploy -file /tmp/myarchive/myarchive.zip -config /tmp/informix/du_config

The deployment utility configuration file supports granular specifications.

Connectivity information sqlhosts

While the command line allows you to configure SQLI and DRDA connectivity,
the deployment utility configuration file allows you to provide the exact entries
that go into the file specified by the INFORMIXSQLHOSTS environment variable
(on UNIX) or the SQLHOSTS registry entry (on Windows). This implies that the
server can be configured to support any of the Informix connectivity protocols
(see Table 5-2 on page 108). The primary server connectivity values will be
imported from INFORMIXSERVER, PROTOCOL1, and SQLIPORT entries in the
deployment utility configuration file. The open client connectivity information is
specified by the DRDA port entry, DRDAPORT.
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When DRDAPORT is specified, the deployment utility generates an DRDA
server alias with the convention “dr_INFORMIXSERVER”, where
INFORMIXSERVER specifies the name of the database server. Additional
server aliases can be provided as part of the deployment process by enclosing
connectivity information specification in “BEGIN ALIAS” and “END ALIAS” flags in
the deployment utility configuration file. You can enter multiple server aliases by
enclosing each set of alias connectivity information in the BEGIN ALIAS/END
ALIAS flags. Example 5-11 shows a snippet of the deployment utility configuration
in which the primary server name is myserver. The database server connectivity
information file will be created in /opt/informix/sqlhosts.svrl, as indicated by
the INFORMIXSQLHOSTS entry. The port number for myserver is 9094. The DRDA
alias with the default name of dr_myserver is created for the server. Two
additional aliases, namely svr_aliasl and svr_alias2, are created for myserver,
as indicated by the BEGIN ALIAS/END ALIAS flags.

Example 5-11 Deployment using configuration file showing connectivity

INFORMIXSERVER myserver
INFORMIXSQLHOSTS /opt/informix/sqlhosts.svrl
PROTOCOL1 onsoctcp
SQLIPORT 9094

DRDAPORT 9095

BEGIN ALIAS

SERVERNAME svr_aliasl
PROTOCOL onsoctcp

PORT 9096

END ALIAS

BEGIN ALIAS

SERVERNAME svr_alias2
PROTOCOL drsoctcp

PORT 9097

END ALIAS

Error level specification

During deployment, the deployment utility can log information about the
deployment’s progress. The nature of the information logged can be configured
using the deployment utility LOGLEVEL parameter to control the type/amount of
information logged:

» Fatal errors are logged when the deployment utility’s LOGLEVEL
configuration parameter is set to 1. Only messages that directly cause an
unsuccessful deployment will be logged.

» Setting LOGLEVEL to 3 indicates that both warning messages and fatal
errors should be logged.
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» When LOGLEVEL is set to 5, all informational, warning, and fatal error
messages are logged. This setting is useful to determine the set of actions
that have been performed by the deployment utility and possibly debugging
errors in the event of a deployment failure.

Automatic configuration recommendation

Deployment in an embedded scenario often implies that the embedded
application has to perform within the performance limitations of the device on
which it is embedded. If an application is embedded within another application,
the embedded application has to adapt to the performance characteristics of the
application. The -autorecommend command-line option tells the deployment
utility to generate a new Informix server configuration file based on expected
database server usage and machine characteristics. The generated
configuration file will be tuned for optimum performance. The BEGIN
AUTORECOMMEND and END AUTORECOMMEND flags enclose values that
will be used if the -autorecommend command-line option is passed. These
values are used to generate a server configuration file based on the expected
usage of the server and the environment in which it will be used. Example 5-12
shows a deployment utility configuration file snippet in which the maximum
expectation is set for the database server usage.

Example 5-12 Deployment using configuration file showing automatic configuration
generation

BEGIN AUTORECOMMEND
MAXCPUS 2

MAXDISK 4096

MAXMEM 1024

MAXUSERS 20
MASXDSUSERS 4
RTO_SERVER_RESTART 120
END AUTORECOMMEND

The description of the parameters are as follows:

» MAXCPUS: The maximum number of CPUs for which the Informix server
instance should be configured.

» MAXDISKS: The maximum expected disk space (in MB) that will available for
the database server. This disk space specification should exclude the space
needed for the server files. It accounts only for the disk space expected for
the database server instance.

» MAXMEM: The maximum amount of memory (in MB) for which the server
instance should be configured. Be sure to account for other applications
running on the machine before deciding on the MAXMEM value.

Chapter 5. Deployment 131



132

» MAXUSERS: This parameter specifies the maximum number of OLTP users
expected on the server instance.

» MAXDSUSERS: If the server will be used for the purpose of analytics, this
parameter specifies the maximum number of decision support users
expected on the server instance.

» RTO_SERVER_RESTART: This value specifies the maximum amount time
(in seconds) it will take for a server to restart in the event of a failure. This
value dynamically defines how often server checkpoints will occur.

Note: When the -autorecommend option is used, the generated server
configuration file is named <ONCONFIG>.auotrec, where <ONCONFIG> is the
name of the configuration file defined in the deployment environment.

Cloning a database server

With the preferred server environment variables set, you can create a clone of a
primary server by passing the -clone command-line option to the deployment
utility. The clone functionality allows you to deploy a snapshot of a source server
on a target server without having to perform any backup and restore. The
ENABLE_SNAPSHOT_COPY server configuration parameter indicates whether
a server snapshot can be created or not. To enable snapshot creation, set the
ENABLE_SNAPSHOT_COPY server configuration parameter to 1. To invoke the
deployment utility with the option to clone a server, you can pass the -clone
command-line option along with the -config command-line option, as shown
below:

ifxdeploy -clone -config /tmp/informix/du_config

You can also set the deployment utility parameter to clone a server directly in the
DU configuration file. The clone configuration parameters are specified in the DU
configuration file, as shown in “Server configuration file modification from the
deployment utility” on page 134. The CLONE parameter is used to specify that a
clone of a source server is to be deployed. The BEGIN CLONE/END CLONE
statements enclose the clone configuration parameters. The entries that the
BEGIN CLONE/END CLONE statements enclose are read only when the
CLONE parameter is set to 1, indicating that the clone of a source server will be
created.

Example 5-13 Clone server settings in the deployment utility

CLONE 1

BEGIN CLONE

# Source server information
SOURCESERVER myserver
SOURCEIPADDR 9.10.10.10
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SOURCEPORT 9098

# Clone server infomation
CLONEIPADDR 9.10.10.11
DISPOSITION Standard
TARGETSIZE medium
USELOCAL 1

TRUSTED 1

USERNAME informix
PASSWORD password

END CLONE

The clone configuration parameters are:

»

CLONE: This parameter can be set to 0 to indicate that cloning is not enabled
as part of deployment. Setting it to 1 instructs the deployment utility to enable
the clone functionality to clone a source server.

SOURCESERVER: The value of this parameter is the name of the source
server that will be cloned.

SOURCEIPADDR: This parameter specifies the IP address of the source
server that will be cloned.

SOURCEPORT: This parameter specifies the port number on which the
source server is listening.

CLONEIPADDR: This parameter specifies the IP address of the clone server.

DISPOSITION: A server can be cloned to fulfill several purposes. Set the
value of this deployment utility configuration parameter to reflect the final
disposition of the clone server. The possible disposition values are “RSS” and
“Standard”.

TARGETSIZE: This parameter configures the size of the clone server. Size in
this context refers to the number of CPU VPs and the number of buffers. The
possible values of the TARGETSIZE parameter are “tiny”, “small”, “medium”,
and “large”. The value of this parameter is a simple relative indication that
maps to the following real values:

Tiny: One CPU VP and 50,000 buffers
Small: Two CPU VPs and 100,000 buffers
Medium: Four CPU VPs and 250,000 buffers
Large: Eight CPU VPs and 500,000 buffers

USELOCAL: This parameter specifies the configuration to be used for the
clone server. Set to 0 to use the source server’s configuration for the clone
server. Set to 1 to use a configuration local to clone server.
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» TRUSTED: Access to the source server from the clone server can be
controlled using this deployment utility configuration parameter. If set to 1, it
indicates that the user is trusted and there is no need to acquire a user name
and password to access the source server. If set to 0, it indicates that the user
is not trusted and user name and password authentication is required to
access the source server.

» USERNAME: This parameter specifies the user name required for connecting
to the source server. This parameter is needed if TRUSTED parameter is set
to 0.

» PASSWORD: This parameter specifies the password for the USERNAME
parameter.

Server configuration file modification from the deployment utility

At the highest level of configurability for embedded deployment, the deployment
utility provides the capability to modify the Informix database server configuration
file. The server configuration file can be directly tuned, and acquires its inputs
from the deployment utility configuration file. To modify the server configuration
file, enclose the desired modifications in the BEGIN ONCONFIG and END
ONCONFIG statements in the deployment utility configuration file. While this
functionality allows manual granular modification of the server configuration
parameters, the modifications that conflict with those made by the
-autorecommend deployment utility functionality will be overwritten. That is, in
terms of changes reflected in the server configuration, changes registered by the
-autorecommend functionality take precedence. Example 5-14 shows a snippet
of a deployment utility configuration file in which the STMT_CACHE,
STMT_CACHE_HITS, and AUTO_STAT_MODE are set to certain preferred
values to tune certain characteristics of the server performance.

Example 5-14 Server configuration modification in the deployment utility

BEGIN ONCONFIG
STMT_CACHE 2
STMT_CACHE_HITS 5
AUTO_STAT_MODE 1
END ONCONFIG
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Up to this point, we have discussed how to deploy the Informix server and create
an instance using the deployment utility. Your setup may require that you have
multiple instances on the system, which means you might need to create new
instances as part of the deployment. This is shown in Example 5-15.

Example 5-15 Creating a (new) instance using the deployment utility

set INFORMIXDIR=C:\informix
set INFORMIXSERVER=myserver?2
Twt_install.exe -silent -y -port 9090 -servernum 3 -Tog C:\myLog.log

Tip: To use a prepared configuration file during command-line deployment
(see “Examples of Informix deployment using the deployment utility through a
command line” on page 126), set the ONCONFIG environment variable to the
location of the desired configuration file. The configuration file must be located
in INFORMIXDIR/etc.

After Informix has been deployed and an instance created, there will be an
environment file created in $INFORMIXDIR called $INFORMIXSERVER.cmd, where
$INFORMIXDIR is the directory in which Informix is deployed and
$INFORMIXSERVER is the server name. The deployment utility creates an
Informix service with the name specified by the INFORMIXSERVER environment
variable.

To start the Informix service, and initialize disk space and shared memory, run
the following command:

starts <server_name> -iy

If you want to start the Informix service only by initializing shared memory, run
the following command:

starts <server_name> -y

Important: Using -i will initialize the disk space and cause a loss of existing
data.

5.6 Post-deployment

After you have successfully deployed Informix with the desired configuration onto
the target system, there might still be a few management tasks to perform. As
examples, you may want to add storage locations for the application, or based on
some conditional requirements, add chunks to the dbspace. This section
addresses post-deployment tasks at a high level.

Chapter 5. Deployment 135



See Chapter 10, “Administration of an embedded IBM Informix system” on
page 237 for an extended coverage of post-deployment administration for an
embedded environment.

5.7 Client applications

To develop robust applications and facilitate reliable connection and data access
for Informix, you can take advantage of the APIs that are part of the Informix
client products. Informix client products are as follows

» Informix Client Software Development Kit (Client SDK)

Contains APIs for writing Informix applications and required runtime libraries.
» Informix Connect

Runtime libraries for running Client SDK-developed applications
» Informix Java Database Connectivity (JDBC)

Java specification for writing applications with database connectivity

5.7.1 Integrated deployment for client applications

Integrated deployment of Client SDK/Informix Connect/JDBC involves the silent
installation process. See Chapter 4, “Installation strategies” on page 63 for more
details about silent installation procedures for client applications.

5.7.2 Invisible deployment for client applications

In this section, we describe the use of Client SDK and Informix Connect in
Windows and UNIX environments.

On Windows

As of Informix Version 11.70xC1, the deployment utility does not have the
capability to deploy the Informix client products. Use the silent installation
procedure for Client SDK and Informix Connect deployment. See Chapter 4,
“Installation strategies” on page 63 for more information about Client SDK and
Informix Connect silent installation.
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On UNIX

Example 5-16 shows a script that has been constructed to perform the
necessary operations for Client SDK deployment. The script can be slightly
modified to deploy Informix Connect.

Example 5-16 deployclient.sh: Sample script to deploy Client SDK

#1/bin/sh

#ensure that the system has all the prerequisites for Client SDK or Informix
Connect functionality

#Note: informix user and group has to be present on the machine

#Note: this script must be run as root user.

#Usage

if [ "x§1" = "x-help" ] ; then
echo "Usage: “hasename $0° <archive> <server_name> <odbcini_ file>

<portnum> <protocol>"
echo "where"
echo "<archive>

full path to the archived client files"

echo "<server_name> - Informix server instance name"

echo "<odbcini_file> - full path to odbc.ini file"

echo "<portnum> - port number for server instance"

echo "<protocol> - socket protocol to be used by instance"
exit 1

fi

CURRDIR="pwd"
HOSTNAME="hostname"~

#if $INFORMIXDIR is set, use it. Otherwise, create a new directory and set to
$INFORMIXDIR
if [ -z "$INFORMIXDIR" ] ; then

if [ ! -d "${CURRDIR}/csdk350" ] ; then

mkdir $CURRDIR/csdk350

fi

export INFORMIXDIR=$CURRDIR/csdk350
fi

ARCHIVE=$1
INFORMIXSERVER=$2
ODBCINI=$3
PORT=$4
PROTOCOL=$5

#deploy client application files
unzip -d $INFORMIXDIR -q $ARCHIVE
cd $INFORMIXDIR/gskit
./installgskit
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#if deploying Informix Connect, replace "cskdfiles" with connfiles
#check for presence of files Tists and run installation script to set
properties for deployed files
if [ ! -f "${INFORMIXDIR}/etc/glsfiles" 1 || [ ! -f
"${INFORMIXDIR}/etc/messagefiles" ] || [ ! -f
"${INFORMIXDIR}/etc/clientsdkfiles" ] ; then

echo "One or more files list is absent in your archive"

exit 1
else
cd $INFORMIXDIR

$INFORMIXDIR/etc/installc $INFORMIXDIR/etc/glsfiles BRAND NOCHK
NO_UPGRADE INSTALLODS AAA\#B000000 NOZDIP

$INFORMIXDIR/etc/installc $INFORMIXDIR/etc/messagefiles BRAND NOCHK
NO_UPGRADE INSTALLODS AAA\#B000000 NOZDIP

$INFORMIXDIR/etc/installc $INFORMIXDIR/etc/clientsdkfiles BRAND NOCHK
UPGRADE INSTALLODS AAA\#B000000 NOZDIP
fi

INFORMIXSQLHOSTS="$INFORMIXDIR/etc/sqlhosts.$INFORMIXSERVER"

PATH=${ INFORMIXDIR}/bin:${INFORMIXDIR}/1ib:${PATH}
LD_LIBRARY_PATH=${INFORMIXDIR}/1ib:${INFORMIXDIR}/1ib/c1i:${INFORMIXDIR}/1ib/es
q1:${LD_LIBRARY_PATH}

export INFORMIXSERVER INFORMIXDIR INFORMIXSQLHOSTS ODBCINI LD_LIBRARY_PATH PATH

#create sqlhosts file
echo "$INFORMIXSERVER $PROTOCOL $HOSTNAME $PORT">$INFORMIXSQLHOSTS

The UNIX script in Example 5-16 on page 137 deploys Client SDK and sets the
necessary file permissions. It must be run as root.

Prior to using the script, install Client SDK on a template machine using the UNIX
installer. Archive the installation by using a compression utility (the script
assumes unzip is a known command on the machine). The script takes the
Client SDK files archive as an argument and extracts the files. It sets certain
environment variables that necessary for ODBC, as shown here:

./deployclient.sh <package> <server_name> <odbc_ini> <portnum> <protocol>

In the example above, the variables are explained as follows:

» <package> is the full path to the client files archive.
<server_name> is the Informix server instance name.
<odbcini_file>is the full path to the odbc.ini file.
<portnum> is port number to be used by the server instance.
<protocol> is the socket protocol to be used by the instance.

vyvyyy
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For example:
./deployclient.sh csdk350.zip svrl /opt/IBM/odbc.ini 9999 onsoctcp

The script uses the SINFORMIXDIR environment variable as the deployment
location. If SINFORMIXDIR is not set, it creates the csdk350 subdirectory in the
current directory and uses it as the deployment directory.

The script in Example 5-16 on page 137 is a proof-of-concept. It assumes that
the informix user is present on the target system. It performs minimal error
checking and handling. Use the script as a means of understanding the required
steps when deploying Client SDK files. Modify the script to suit your deployment
needs.

JDBC

Install the JDBC application files on a template machine and archive the installed
files. On a template machine, extract the files in a preferred location.

5.8 Post-deployment

After you have successfully deployed Informix with the desired configuration onto
the target system, there might still be a few management tasks to perform. As
examples, you may want to add storage locations for the application, or based on
some conditional requirements, add chunks to the dbspace. Furthermore, you
may need to perform functions such as load data and unload data. There is a
host of command-line utilities for Informix that allow you to perform such
administrative tasks. However, this section addresses post-deployment at a high
level and covers tasks that may be performed as part of the embedded
deployment efforts. The remaining chapters in the book cover administration in
more detail.

5.8.1 Storage space management

A data space or storage space in Informix is a logical storage facility created for
the purpose of data storage in the database server. The physical files that
compose a data space are called chunks and a data space can be made up of
one or more chunks. The first created chunk in a data space is known as the
initial chunk. A data space can be a dbspace, blobspace, smart blobspace, or
extspace, depending on the type of data it is intended to store. In a database
environment, it is important that a storage space is monitored and managed so
that there is always space for the database server to store data. Exhausting the
available storage space without adding space or deleting unwanted data to
create space can cause database server failure.
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Space management using onspaces

The onspaces command line utility in Informix can be used for storage space
management. The onspaces utility provides options to create new data spaces,
add chunks to existing data spaces, and delete unwanted data spaces. To use
onspaces, be sure that shared memory for the server instance is initialized.

If you want to create a new dbspace or add a chunk to an existing data space,
perform the following steps as the informix user on UNIX or with administrative
privileges on Windows:

1. Create a new storage device for the data. To do this task, create an empty file
with the desired name.

For example, to create a storage device in C:\TEMP\dbspace_dat.000 on
Windows, with administrator privileges, run the following command:

type nul>C:\TEMP\dbspace_dat.000

To create a storage device in /opt/TEMP/dbspace.dat on UNIX, run the
following command:

touch /opt/TEMP/dbspace.dat
The file must also have read and write permissions for owner and group:
chmod 660 /opt/TEMP/dbspace.dat

2. Run the onspaces command with the desired options to create a dbspace or
add chunks to an existing data space.

To create a new dbspace, you can use the following example command:

onspaces -c -d <dbspace_name> -p <path_to_device> -0 <offset> -s
<dbspace_size_in_KB>

The following example creates a new dbspace called new_dbspace:
onspaces -c -d new_dbspace -p /opt/TEMP/dbspace.dat -o 0 -s 204800
To add a chunk to the new_dbspace dbspace, use the following example:

onspaces -a <new_chunk> -p <path_to_device> -0 <offset> -s
<chunk_size_in_KB>

The following example adds a 50 MB chunk to the new_dbspace dbspace.
The chunk is located in opt/TEMP/newchunk.dat:

onspaces -a new_dbspace -p /opt/TEMP/newchunk.dat -o 0 -s 512000

To use onspaces in an embedded environment, the steps highlighted above can
be scripted and the script(s) executed as needed.

With the server initialized, run onspaces -help for more options.
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Space management using the SQL adminstration API

Informix provides administration capability using a SQL interface. For space
management, tasks that can be performed by using the onspace command-line
utility can also be performed from a SQL environment, allowing for a more
seamless integrated between Informix database serve and the embedding
application or device. One of the advantages of the using the SQL adminstration
API for administration is that several administrative tasks can be automated by
using the tasks and sensors capability with Informix (see Chapter 9, “Automating
management through tasks and sensors” on page 203). In essence, storage
management can be fully customized so that SQL tasks can be triggered based
on a sensor definition.

When creating a new data space using the SQL adminstration API, although you
can make the API call using the option to ensure that the storage file or device
exists before creating the data space, you can also have the API call implicitly
create the file. This action adds an extra level of flexibility to the onspaces utility
alternative, as you do not always have to worry about creating the chunk file and
setting the appropriate permissions before making the space creation call. To
create a data space, execute the “task” or “admin” SQL function and pass the
necessary arguments to create the type of data space required.

Example 5-17 shows the creation of a dbspace called new_dbspace, whose
initial chunk will be created in /opt/informix/data/dbspace.dat.chunkl. The
initial chunk is specified to be 100MB and created with an offset of 0. Because
the “with_check” directive is not included after the “create” directive, the chunk
file will be created if it does not exist on the system. The syntax can also include

other optional arguments like “offset”, “pagesize”, “first extent size”, and “next
extent size”. If these arguments are not specified, the defaults are used.

Example 5-17 SQL adminstration API call to create dbspace

DATABASE sysadmin;

EXECUTE FUNCTION task(“create dbspace”, “new_dbspace”,
“/opt/informix/data/dbspace.dat.chunkl”, 102400, 0);
close DATABASE;

Similarly, you might want to create sbspaces for smart large objects storage.
Shpaces can be useful for storing data consisting of clobs and blobs, which can
be typically large in size. For example, to store data such as audio files, PDFs,
and images, you might want to use sbspace storage.
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Example 5-18 shows the creation of a smart blobspace called new_sbspace,
whose initial chunk is created in /opt/informix/data/shspace.dat.chunkl. The
chunk is 1 GB with an offset of 0.

Example 5-18 SQL adminstration API call to create sbspace

DATABASE sysadmin;

EXECUTE FUNCTION task(“create sbspace™, “new_sbspace”,
“/opt/informix/data/sbspace.dat.chunkl”, 1024000, 0);
close DATABASE;

You can also add chunks to existing data spaces. Example 5-19 builds on
Example 5-17 on page 141 by illustrating the addition of a chunk device located
in /opt/informix/data/dbspace.dat.chunk2 to new_dbspace. The added chunk
will be 50MB and will have an offset of 100KB into the device.

Example 5-19 SQL adminstration API call to add a chunk to dbspace

DATABASE sysadmin;

EXECUTE FUNCTION task(*“add chunk”, “new_dbspace”,
“/opt/informix/data/dbspace.dat.chunk2”, 51200, 100);
close DATABASE;

Automatic space management

Manual administration in an embedded environment is not always a possibility. In
fact, one of the major characteristics of an embedded database is its ability to
self-administrate to minimize the chances of database failure. When using data
insertion with the embedded database, the limit of the allocated space for data
storage can lead to the possibility of server failure as the allocated space
becomes exhausted. As of Informix Version 11.70, the database server is
configurable to expand storage space, eliminating the need to monitor and add
space chunks when existing chunks are filled up. There are certain concepts that
need to be understood, as they are essential to the automatic space
management functionality:

» Storage pool

In Informix, a storage pool is a collection of files, directories, and devices from
which space can be allocated when a data space is running low. Automatic
expansion is based on a predefined threshold. Entries in the storage pool are
assigned with priorities at the time of creation. The possible priorities are 1, 2,
and 3, indicating high, medium, and low priorities, respectively. The priorities
assigned to the storage pool entries determine the order in which space will
be allocated from the entries.
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» Chunks

These are physical files or devices on a system in which the data is stored.
One or more chunks make up a logical storage unit, which can be a dbspace,
sbspace, or blobspace.

» Extending a chunk

One of the main factors that drive automatic space management is the ability
to automatically expand a data space. To expand a space, chunks can be
either be added to the data space, or existing chunks can be made larger.
Increasing the size of an existing chunk is referred to as extending the chunk.
It is important to note that only non-mirrored dbspace chunks and temporary
dbspace chunks can be extended.

» Storage space management configuration parameters

Informix Version 11.70 introduces new server configuration parameters that
facilitate storage space management in the database server.

— SP_AUTOEXPAND: This parameter can be set to either 0 or 1. Setting it to
0 indicates that automatic space expansion is disabled, that is, the
automatically space management functionality will be non-functional.
Setting it to 1 enables automatic space expansion.

— SP_THRESHOLD: This parameter defines the minimum amount of free
disk space that triggers automatic space expansion. At this threshold, the
storage space will be automatically expanded. The value can either be the
amount of space in KB or a percentage of the total chunk size. Values
between 0 and 50 are interpreted as percentages while values between
1000 and the maximum chunk size are interpreted as absolute KB values.

— SP_WAITTIME: Thread access to storage pool is serialized. Therefore if
one thread is accessing the storage pool, another thread attempting to
expand a storage space will be locked out until the current thread
completes. This parameter specifies the amount of time (in seconds) that
a thread should wait before aborting the storage pool access attempt. If a
storage space is not expanded successfully in the time specified by
SP_WAITTIME, an out_of_space error will be returned.

To set up an automatic storage space management system in Informix, you can
choose either the mechanism of expanding storage space by adding chunks or
by extending existing chunks.

Space expansion by adding a chunk

This is the space management mechanism in which a chunk is added to a
storage space when it runs low on space. An example of where this approach
could suitable is in mirrored dbspaces.
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To use automatic space expansion, perform the following steps:

1. Ensure that the SP_AUTOEXPAND server configuration parameter is
enabled. To enable it, set it to 1.

2. Define a storage pool from which chunks will be added. The path used in the
definition of the storage pool can be a file, device, or directory. Example 5-20
illustrates adding an entry to the storage pool. In the example, a directory
named /tmp/informix/pool is added. The starting offset where space can be
allocated is set to 10 KB, the total amount of space that can be allocated from
the pool entry is 500,000 KB, each chunk created from the pool entry will be
25,000 KB, and the entry has a medium priority, as indicated by 2.

Example 5-20 Adding a storage pool entry

DATABASE sysadmin;

EXECUTE FUNCTION task(“storagepool add”, *“/tmp/informix/pool”, 10>,
“500000”, “25000”, “2”);

close DATABASE;

3. Optionally, you might also want to define the threshold at which space will be
automatically added to a chunk, and the timeout period for a space expansion
attempt. Use the SP_THRESHOLD configuration parameter to define the
threshold and the SP_WAITTIME to define the timeout period.

By performing these steps, you can successfully configure embedded database
server automatic space expansion using chunk addition.

Space expansion by extending existing chunks

Defining a storage pool implies that we are reserving a predefined amount of
space for the use of the database server. The database server can then claim
the necessary space from this space as needed. In certain embedded
environments, such large allocations may not be suitable, as they require a large
amount of storage to be reserved for the database server. An alternative might
be a situation where the database server takes space from the system as
needed and not from an Informix-specific pool. Automatic storage space
management can be configured so that a chunk that is low on space can be
extended, that is, the size of the chunk will be increased.

Note: Only non-mirrored dbspaces and temporary dbspaces can be
extended.
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To configure automatic space management for chunk extension, perform the
following steps:

1. Set the SP_AUTOEXPAND server configuration parameter to 1. When it is
set to 0, the automatic storage space management functionality is disabled.

2. Mark the chunk as extendable, which specifies that the chunk should be
extended when its free space falls below the threshold. By default, chunks in
Informix are marked as non-extendable at the time of their creation. Chunks
that are not marked as extendable will not be extended, even if they run out of
space. In Example 5-21, chunk number 5 is set as an extendable chunk. You
can retrieve the chunk number of a database chunk by checking the output of
oncheck -pr or onstat -d. If data will be packaged and deployed as part of
the embedded solution, all associated chunks can be marked as extendable
on the template machine before packaging.

Example 5-21 Mark chunk as extendable

DATABASE sysadmin;
EXECUTE FUNCTION task(“modify chunk extendable” “5”);
close DATABASE;

3. Optionally, modify the extend size of chunks to define the size by which the
automatically extended chunks 